Honeynet Chal |l enge #27

Bef ore anything, | downl oaded the file sotnR7.tgz fromthe Honeynet Proj et
Website and check the MD5 signature, which was correct. Then, we could begin
trying to answer the questions..

Begi nner Questi ons:
What is | RC?

| RC stands for "Internet Relay Chat". This protocol, defined by the RFC1459,
allows clients to connect to interconnected |IRC servers, and to send and receive
text messages to and fromothers connected clients, in real time: it's a chat
protocol, distributed over multiple servers. Latest devel openents all ow users to
send and receive files, with other inprovenents.

What nmessage is sent by an IRC client when it asks to join an | RC network?

The RFC 1459 states the USER command is used when a client wants to join an I RC
networ k. When a client issue this command, the paranmeters used are: <usernane>
<real nane>. The "usernane" provides the nane the user will be known with by the
server, and the "real name" was originally created to keep track of the identity
behi nd the ni cknames of users. As explained in the RFC, the user can easily lie
on the "real nane" paraneter, so its TRUCis only practical

What is a botnet?

A botnet is generally a blackhat-controlled | RC network of interconnected
servers and clients, where he can nanage the nachi nes he conpromni sed. Actually,
t he hacker installs an IRC client script on each box he gains access. This
script is an IRC controlled trojan, which automatically connects to predefined
| RC servers and channels. Then, by issuing conmands in the channel or to the
mai n server, the hacker can send specific conmands to his connected "bots"
(robots).

What are botnets commonly used for?

Bot nets are commonly used by bl ackhats to | aunch attacks, particularly

Di stributed Denial of Service attacks, using the numerous hosts he nmanages
t hrough the I RC channel. Depending on the trojan installed on conprom sed
machi nes, possible attacks range fromIRC flood to Teardrop or | CVP DoS.

What TCP ports does |IRC generally use?

The 1 ANA official TCP/IP port assignenent (http://ww.iana.org/assignnents/port-
nunbers) states that ports 194, 529, 994, and the 6665-6669 range, both TCP and
UDP, are reserved for IRC use, with different variants. Actually, the 6666 and
6667 ports are commonly used by clients to connect to | RC servers.

Wiat is a binary log file and how is one created?

A binary log file is log file using the pcap format, also known as "tcpdunp
format”. This type of log file allow applications to quickly dunmp network
packets in a single binary file, which can be interpreted and presented in text
format by al nost all network sniffers Iike tcpdunp, ethereal, or snort.

What | RC servers did the honeypot, which has the I P address 172. 16.134. 191
conmuni cate wi th?

W choose to use the Snort package to parse the binary log file, because of its
I DS capabilities and ease of use. |ssuing the conmand: "snort -dev -r sotnR7 src



172.16.134. 191 and dst port 6666-6669" gives us all the packets sent fromthe
honeypot to IRC servers, as we |earned above that the IRC server port range goes
from 6666- 6669. Moreover, we know that in order to connect to a server, a client
or another server will issue a USER conmand, generally after a NI CK comrand.

Pi pi ng the output of the previous comand to a "grep -A 5 -B 5 NICK', we now
have all the connection requests issued by the honeypot.

We thus can see three connections to | RC Servers on the Internet:

The first on March 6th, at 5:56:16.794916, to the server 63.241.174.144 (no DNS
entry), the honeypot issued the follow ng comrands:

NI CK eohi sou

USER eohi sou | ocal host | ocal host : eohi sou

Then, a few seconds later, at 5:56:37.569359 to the server 217.199.175.10
(ns2. caral arnuk. com :

NI CK rgdi uggac

USER r gdi uggac | ocal host | ocal host :rgdi uggac

Finally, the same day at 6:23:19.767469 to the server 209.196.44.172
(i pdwbc0O271atl 2. public.registeredsite.com:

NI CK rgdi uggac

USER r gdi uggac | ocal host | ocal host :rgdiuggac

Not e the random username taken by the server. The very short tine between the
two first connections let us think the first server closed the connection

what ever the reason. The output of the "snort -dev -r sotnR7 src 63.241.174. 144
and dst 172.16.134.191" conmmand confirmthis, as we can see a cl osing connection
packet, at 5:56:36.406108:

63.241. 174. 144: 6667 -> 172.16.134.191: 1133 TCP TTL: 52 TGCS: 0x0 | D: 29429 | pLen: 20
Dgnien: 111 DF

*rx AP*** Seq: 0x9267193E Ack: OxDBDA75FE W n: 0x7B68 TcpLen: 20

45 52 52 4F 52 20 3A 43 6C 6F 73 69 6E 67 20 4C ERROR : Closing L

69 6E 6B 3A 20 5B 65 6F 68 69 73 6F 75 40 32 35 ink: [eohisou@b5

35 2E 32 35 35 2E 32 35 35 2E 32 35 35 5D 20 28 5. 255.255.255] (

43 6F 6E 6E 65 63 74 69 6F 6E 20 54 69 6D 65 64 Connection Tined

20 4F 75 74 29 0D OA Qut)..

The second connection was al so quickly closed, with the foll owi ng packet, but
apparently didn't reconnect before the third attenpt at 6:23:

03/ 06- 05: 56: 38. 001313 0: E0: B6:5: CE: A -> 0:5:69:0:1: E2 type: 0x800 | en: 0x96
217.199.175.10: 6667 -> 172.16.134.191: 1139 TCP TTL: 45 TOS: 0x0 | D: 43467 | pLen: 20
Dgmien: 136 DF

*rx AP*** Seq: Ox97EE9F11 Ack: OxDC32A128 Wn: 0x7D78 TcpLen: 20

45 52 52 4F 52 20 3A 43 6C 6F 73 69 6E 67 20 4C ERROR :Closing L

69 6E 6B 3A 20 72 67 64 69 75 67 67 61 63 5B 7E ink: rgdiuggac|~

72 67 64 69 75 67 67 61 63 40 32 35 35 2E 32 35 rgdiuggac@55. 25

35 2E 32 35 35 2E 32 35 35 5D 20 28 53 6F 72 72 5.255.255] (Sorr

79 2C 20 73 65 72 76 65 72 20 69 73 20 66 75 6C vy, server is fu

6C 20 2D 20 74 72 79 20 6C 61 74 65 72 29 ODOA | - try later)..

During the observation period, how nany distinct hosts accessed the bot net
associated with the server having | P address 209.196. 44. 1727

Each tine a host accessed the botnet, it tried to join a channel, apparently
named "#x....... x", fromwhich the black hat seens to operate. At this time, the
server 209.196.44.172 issued a nessage to the others servers of the botnet,

i ncl udi ng the honeypot, to warn themthat a new user joined the channel. The

comuand used to performthis is the JON conmand. By typing the followi ng on our



| ab box: "snort -dev -r sotnR7 src 209.196.44.172 and dst 172.16.134.191 | grep
-A5 -B5 JON we can see packets sent by the main IRC server of the botnet to
informthe other servers that a new user has joined the channel. Replacing the
"grep -A5 -B5 JON" by a "grep -¢ JON' gives us the count of matching |ine:
the result is 7135.

Assumi ng that each botnet host has a 56 kbps network Iink, what is the aggregate
bandw dt h of the botnet?

It's tenpting to do a sinple 56x7135, but it would be inconplete: we forgot the
al ready connected clients. This nunber is given by one of the first packet sent
by the 209.196. 44. 172 machi ne upon connecti on of the honeypot to the botnet.

03/ 06- 06: 23: 19.898919 0: E0:B6:5: CE: A -> 0:5:69:0: 1: E2 type: 0x800 | en: 0x436
209.196.44.172: 6667 -> 172.16.134.191: 1152 TCP TTL: 52 TOS: 0x0 | D: 5886 | pLen: 20
Dgnien: 1064 DF

*xxAP*** Seq: OxFE4C0163 Ack: O0xF544C60B Wn: 0x7D78 TcplLen: 20
3A 69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30 30 :irch.aol.com 00
31 20 72 67 64 69 75 67 67 61 63 20 3A 57 65 6C 1 rgdiuggac : W
63 6F 6D 65 20 74 6F 20 74 68 65 20 49 6E 74 65 cone to the Inte
72 6E 65 74 20 52 65 6C 61 79 20 4E 65 74 77 6F rnet Relay Netwo
72 6B 20 72 67 64 69 75 67 67 61 63 0D OA 3A 69 rk rgdiuggac..:
72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30 30 32 20 rcb.aol.com 002
72 67 64 69 75 67 67 61 63 20 3A 59 6F 75 72 20 rgdiuggac : Your
68 6F 73 74 20 69 73 20 69 72 63 35 2E 61 6F 6C host is irch.ao
2E 63 6F 6D 5B 69 72 63 35 2E 61 6F 6C 2E 63 6F .confirch.aol.co
6D 2F 36 36 36 37 5D 2C 20 72 75 6E 6E 69 6E 67 m 6667], running
20 76 65 72 73 69 6F 6E 20 32 2E 38 2F 68 79 62 version 2.8/ hyb
72 69 64 2D 36 2E 33 2E 31 OD OA 4E 4F 54 49 43 rid-6.3.1..NOTIC
45 20 72 67 64 69 75 67 67 61 63 20 3A 2A 2A 2A E rgdiuggac :***
20 59 6F 75 72 20 68 6F 73 74 20 69 73 20 69 72  Your host is ir
63 35 2E 61 6F 6C 2E 63 6F 6D 5B 69 72 63 35 2E <c¢5.aol.confirch
61 6F 6C 2E 63 6F 6D 2F 36 36 36 37 5D 2C 20 72 aol.com 6667], r
75 6E 6E 69 6E 67 20 76 65 72 73 69 6F 6E 20 32 unning version 2
2E 38 2F 68 79 62 72 69 64 2D 36 2E 33 2E 31 OD .8/ hybrid-6.3.1.
OA 3A 69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30 .:ircb.aol.comO
30 33 20 72 67 64 69 75 67 67 61 63 20 3A 54 68 03 rgdiuggac :Th
69 73 20 73 65 72 76 65 72 20 77 61 73 20 63 72 is server was cr
65 61 74 65 64 20 53 75 6E 20 4A 61 6E 20 31 39 eated Sun Jan 19
20 32 30 30 33 20 61 74 20 31 39 3A 30 34 3A 30 2003 at 19:04:0
33 20 50 53 54 0D OA 3A 69 72 63 35 2E 61 6F 6C 3 PST..:irch.ao
2E 63 6F 6D 20 30 30 34 20 72 67 64 69 75 67 67 .com 004 rgdi ugg
61 63 20 69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 ac irch.aol.com
32 2E 38 2F 68 79 62 72 69 64 2D 36 2E 33 2E 31 2.8/ hybrid-6.3.1
20 6F 4F 69 77 73 7A 63 72 6B 66 79 64 6E 78 62 o0 wszcr kf ydnxb
20 62 69 6B 6C 6D 6E 6F 70 73 74 76 65 0D OA 3A  bi kl mopstve. .
69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30 30 35 irch.aol.com 005
20 72 67 64 69 75 67 67 61 63 20 57 41 4C 4C 43 rgdi uggac WALLC
48 4F 50 53 20 50 52 45 46 49 58 3D 28 6F 76 29 HOPS PREFI X=(ov)
40 2B 20 43 48 41 4E 54 59 50 45 53 3D 23 26 20 @ CHANTYPES=#&
4D 41 58 43 48 41 4E 4E 45 4C 53 3D 32 30 20 4D MAXCHANNELS=20 M
41 58 42 41 4E 53 3D 32 35 20 4E 49 43 4B 4C 45 AXBANS=25 NI CKLE
4E 3D 39 20 54 4F 50 49 43 4C 45 4E 3D 31 32 30 N=9 TOPI CLEN=120
20 4B 49 43 4B 4C 45 4E 3D 39 30 20 4E 45 54 57 KI CKLEN=90 NETW
4F 52 4B 3D 58 4E 65 74 20 43 48 41 4E 4D 4F 44 ORK=XNet CHANMOD
45 53 3D 62 65 2C 6B 2C 6C 2C 69 6D 6E 70 73 74 ES=be, k, |, i mpst
20 45 58 43 45 50 54 53 20 4B 4E 4F 43 4B 20 4D EXCEPTS KNOCK M
4F 44 45 53 3D 34 20 3A 61 72 65 20 73 75 70 70 ODES=4 :are supp
6F 72 74 65 64 20 62 79 20 74 68 69 73 20 73 65 orted by this se
72 76 65 72 OD OA 3A 69 72 63 35 2E 61 6F 6C 2E rver..:irch. aol



63 6F 6D 20 32 35 31 20 72 67 64 69 75 67 67 61 com 251 rgdi ugga
63 20 3A 54 68 65 72 65 20 61 72 65 20 30 20 75 <c¢ :There are O u
73 65 72 73 20 61 6E 64 20 34 37 35 32 20 69 6E sers and 4752 in
76 69 73 69 62 6C 65 20 6F 6E 20 34 20 73 65 72 visible on 4 ser
76 65 72 73 0D OA 3A 69 72 63 35 2E 61 6F 6C 2E vers..:irch. aol
63 6F 6D 20 32 35 32 20 72 67 64 69 75 67 67 61 com 252 rgdi ugga
63 20 31 20 3A 49 52 43 20 4F 70 65 72 61 74 6F ¢ 1 :IRC Qperato
72 73 20 6F 6E 6C 69 6E 65 OD OA 3A 69 72 63 35 rs online..:irch
2E 61 6F 6C 2E 63 6F 6D 20 32 35 34 20 72 67 64 .aol.com 254 rgd
69 75 67 67 61 63 20 34 20 3A 63 68 61 6E 6E 65 iuggac 4 :channe
6C 73 20 66 6F 72 6D 65 64 OD OA 3A 69 72 63 35 |Is forned..:irch
2E 61 6F 6C 2E 63 6F 6D 20 32 35 35 20 72 67 64 .aol.com 255 rgd
69 75 67 67 61 63 20 3A 49 20 68 61 76 65 20 33 iuggac :| have 3
34 36 20 63 6C 69 65 6E 74 73 20 61 6E 64 20 31 46 clients and 1
20 73 65 72 76 65 72 73 OD OA 3A 69 72 63 35 2E servers..:irch.
61 6F 6C 2E 63 6F 6D 20 32 36 35 20 72 67 64 69 aol.com 265 rgd
75 67 67 61 63 20 3A 43 75 72 72 65 6E 74 20 6C uggac : Current
6F 63 61 6C 20 20 75 73 65 72 73 3A 20 33 34 36 ocal users: 346
20 20 4D 61 78 3A 20 33 34 38 0D OA 3A 69 72 63 Max: 348..:irc
35 2E 61 6F 6C 2E 63 6F 6D 20 32 36 36 20 72 67 5.aol.com 266 rg
64 69 75 67 67 61 63 20 3A 43 75 72 72 65 6E 74 diuggac : Current

W then see that 4752 clients are already connected at this tinme. Adding the
7135 ones which joined later, we find a nunber of 11887 hosts connected.
11887x56kbps=665, 7Mops (665. 672kbps), or roughly 83MB/s. This is of course a
very huge potential bandwi dth, especially if used to flood a single server on
the Internet. This clearly shows how this Distributed Denial of Service attacks
can bring down even servers with a very high bandw dth connection

If we do the same with the nunber provided in the presentation page (15,164), we
then find an aggregate bandw dt h of 106MBps. No conment.

I ntermedi at e Questions

What | P source addresses were used in attacking the honeypot?

As the honeypot is not referenced in any way on the Internet, we can assunme that
every connection nmade to the box is suspicious. Thus, a tcpdunp filter which
search for packets with only the SYN bit checked could give us all the TCP
connection attenpts, fromattackers, wornms... Thus the command "snort -dev -r
sotnR7 tcp[1l3] == 2 and dst 172.16.134.191" give us the result. W need to
filter this file in order to clean the nmultiple connections attenpts from single
hosts. Ideally, (=if | had the time to do so :), i would have wote a script
whi ch woul d have count the nunber of distinct hosts. The reality is far |ess
glorious: i used Excel and "grep -v" to manually clean the results, and

finally cone to a nunber of 78 I P addresses, which had tried to connect to the
honeypot. Cbviously, this result doesn't take into account the UDP connections
attempts. There are a | ot of UDP connection, especially in the beginning of the
log file, apparently caused by the propagation of the recent MSSQL Wrm
Nevert hel ess, | didn't noticed any possible human activity using this protoco
inthe log file.

What vulnerabilities did attackers attenpt to exploit?

Quch! Friday the 25th? | desperatly need tine!... By watching the file created
fromthe output of the "snort -dev -r sotnR7 tcp[1l3] == 2 and dst
172.16.134. 191" comand, we can quickly see the attacked ports. Using Excel
again, we can see the follow ng ports accessed:

21

57



80

111

135

139

445

1080

1433

| voluntarly not mentionned the whole ports scanned by the | P address
24.197.194.106. The npbst inportant part is taken by attacks on port 139, and
then on port 445, and after port 1433. W can say (w thout any evidence) the top
vul nerabilities attenpted by attackers to be exploited were Netbios and M5 SQL
ones. Sorry for the lack of details, I'll do better next tine :)

Whi ch attacks were successful ?

As far as | know, only the attack coming fromthe I P address 210.22.204. 101 was
successful . The attacker apparently used a nethod simlar to a wormrecently

di scovered, using the SMB protocol. It first connect to the 445 TCP port, and
then try to connect to the victimhost | PC$. The Et hereal output shows nunerous
"SMB Pi pe Transact NmPi pe Request”, but | haven't found the tinme to learn nore
about SMB, thus | don't really know what's happening...:( The worm| referred
earlier tries different passwords in order to successfully connect on the

machi ne. | suspect the attacker to have done the same thing, given the

adm ni strator password was blank. | also saw attenpts fromthe sanme attacker to
exploit the 1S IDA vulnerability using different scans, nevertheless | couldn't
find the successful attack that gave the attacker control of the box, but |

| ater found using the "strings" conmand on the binary log file, some unusua

strings in a network capture: "GetProcA", ".dlI", "This program cannot be run in
DCS node". | tried to found this strings using snort and grep, and it seens the
attacker succeeded in installing a renote control tool on the box. | didn't

manage to correlate the I RC server stuff with this attack..

VWhat did you | earn about analysis as a result of studying this scan?

First, it's very time consunming!:) Seriously, | really wanted to do such a
thing, and I'mvery happy to had this opportunity. | learned not to focus on
only one tool to do ny analysis, and to firstly try to have a gl obal view of the
networ k capture and what happened, before digging to much one single event.

al so |l earned to have a tool kit ready, and not begin downl oadi ng tools once the
challenge is started :)

How do you antici pate being able to apply your new know edge and skills?

during the next Scan O The Month challenge ! | think | need a ot nore
exercises in order to begin thinking using ny skills in a professional way :)
How can we inprove the SotM chal |l enge? What would you like to see added? \Wat
woul d you like to see done differently?

I think the whole challenge is very well done .. O perhaps you could inprove
t he Sot M chal | enge by asking ny boss to give ne sone tinme to do it :)

E. Mar chand



