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You’ll probably get two entries from Fox-IT. That is correct (. We made this challenge into a match between ‘downstairs’, the sales-people and board of Fox-IT, and ‘upstairs’, the techie departement. This report is from ‘upstairs’.

Introduction

Joe Jacobs, 28, was arrested yesterday on charges of selling illegal drugs to high school students. Jacobs has denied selling drugs at any other school besides Smith Hill and refuses to provide the police with the name of his drug supplier/producer.

Jacobs also refuses to validate the statement that he made to the undercover

officer right before his arrest. Upon issuing a search warrant and searching

of the suspect's house the police were able to obtain a small amount of

marijuana. The police also seized a single floppy disk, but no computer

and/or other media was present in the house. 

The police have imaged the suspect's floppy disk and have provided us with

a copy. We need to examine the floppy disk and provide answers to the following questions.

Questions 
1. Who is Joe Jacob's supplier of marijuana and what is the address listed for the supplier? 

2. What crucial data is available within the coverpage.jpg file and why is this data crucial? 

3. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent? 

4. For each file, what processes were taken by the suspect to mask them from others? 

5. What processes did you (the investigator) use to successfully examine the entire contents of each file? 

6. Bonus Question: What Microsoft program was used to create the Cover Page file. What is your proof?
The Research

The md5-hash of the file we received was: b676147f63923e1f428131d59b1d6a72. 
This matches the md5 of the original file:

radium:~$ md5sum image.zip

b676147f63923e1f428131d59b1d6a72  image.zip

!
As this is, as stated in the report, a copy of the original image, please provide us with the hash of the original as well, to verify that the original and the copy match. 

Following is a short description of the research:

From the floppy, we recovered three files:

Type




DOS-name

Long filename

· a Microsoft Word document 
“JIMMYJ~1.DOC” 
“Jimmy Jungle.doc”

· a .JPG-picture


“COVERP~1.JPG”
“cover page.jpgc”

· an archive file


“SCHEDU~1.EXE”
“Scheduled visits.exe”



The files were not ‘normally’  present on the disk, ie. there has been put significant effort into hiding data. These efforts are described more thoroughly in the answers to question [5].

From the recovered Word-document, we managed to extract the suppliers name and address: 

Jimmy Jungle

626 Jungle Ave Apt 2

Jungle, NY 11111 

The full document is enclosed at the end of the report.

The recovered picture seems to be a cover page of a soft-drug magazine, Pot Smokers Monthly, although we cannot confirm that. The name of the dealer, Jimmy Jungle, is mentioned on the picture as being “this month’s featured pot grower, smoker and seller”. The last of the lost clusters containing the file also contained a string: pw=goodtimes. 

The recovered archive file was not, as the extention tried to lead us believe, a self extracting executable. The header of the file did not match a .exe extension. It was a renamed .zip-archive. After recovering the .zip-archive, it showed to contain an excel-document. The file was password-protected. The password was equal to that found in the slackspace of the image: goodtimes. The excel-document contains evidence of visits to multiple highschools. This document is also enclosed.
Conclusions:

1. Who is Joe Jacob's supplier of marijuana and what is the address listed for the supplier? 

Jimmy Jungle

626 Jungle Ave Apt 2

Jungle, NY 11111

2. What crucial data is available within the coverpage.jpg file and why is this data crucial? 

The last of the lost clusters containing the file contains a string, pw=goodtimes, which is needed to unlock the excel-file within the recovered archive. Also, as seen in the recovered letter, the password will unlock at least one other file as well.

3. What (if any) other high schools besides Smith Hill does Joe Jacobs frequent? 

Leetch High, Richter High, Key High, Hull High and  Birard High


4. For each file, what processes were taken by the suspect to mask them from others? 

Word: simple delete

JPG: Original directory entry changed, so file is recovered in ‘lost clusters’ and the extension was changed from .jpg to .jpgc.

Zip: password protected, extension renamed to .exe, FAT changed so file was corrupted.

Excel: password protected

5. What processes did you (the investigator) use to successfully examine the entire contents of each file? 

Mostly we recovered the files by starting at the known header and examining where the file had to end with hex-editors and by looking directly at the disk on byte-level. The most difficulty came with the zip-file, for it had to be exactely right for the CRC to match. So that ment 20 bytes from the last PK (0x50 0x4B). We did not look at the file extensions, for they could easily be renamed (as had been done with the .zip and .jpg).

6. Bonus Question: What Microsoft program was used to create the Cover Page file. What is your proof?
The header in the JPG file contains two very specific identifiers:

A Quantization Table consisting of only 2's (0x32) and an

application data part that contains among others the string: 0x00 0x60 0x00

0x60.

This 0x00 0x60 0x00 0x60 is specific to the application that writes the

application data. The Quantization Table, as declared above, was only

seen in Microsoft applications, like MS Powerpoint and MS Paint. Only

the MS Paint application did not include other texts in the

application data (e.g. MS Powerpoint included a string indicating MS

Powerpoint was used to create the image) The windows version used on

the analyzing machine was Windows 2000. The MS Paint application did

not include the right identifier in the data part. MS Paint on a Windows XP machine was used to create a correlating image. This image proved to include the specific 0x00 0x60 0x00 0x60 string and the Quantization Table consisting of only 2's. This is proof that MS Paint on a Windows XP machine was used for creating the image.

The original picture is enclosed as attachement. We put in our own XP-picture as well.

2 October 2002,

P. Vissers and P. Bakker,

Fox-IT Forensic IT Experts B.V.
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